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bb'tJ'Jt1iJU~n1 'ii~nH1 A'J1:I-J ~'tJ~{jt1~'f) l?lil~"lJ'f){j~1'ii~'tJb'Vll'll

:I-J'V111'Vl ~1~ ~1'lI1'tJ~~'tJ'Vl'ii1b'ijijJ

'fl..:JAnJ' l-JVlI~Ylm~tJ9..:J1~9~rhwLmntJf)'"Jll-Ji'WrNUt1'fl~ntJ'1I'fl..:J~IJ'~'WlYlV'l:n'W l~'fl1iii'W19':h~IJ'~WlYlV'lJ''ll-Ji..:JJ':::UlJ

lYl1'1L'WLt1~~IJ'~'WlYl V'lllt1::mJ'~'fl~IJ'1I'fl..:Jl-JVlI~Ylm~tJijmJ~ llt1~I'WmJ'u1V11J9 ~mJm.h..:JijuJ:::~Ylfim~ nn 1il'fl..:J11l1l-J~ ~

VI~nl-Jll1lJ~I'W~lnt1 Ut1:::lu'WhJl1l1l-Jn{]Vll-JltJLlt1:::J:::LUtJUUDu~~L~m~'fl..:J L~tJl-JVlI~Ylm~tJ1~9~;11lL'W'lUDU~:n'W

L~'fl11jjlU'WLL'W'lY11..:J~IV1fumJihVl'W~~jjmJ'uDu~ ~1'WmJfm~n f)'"J1l-JiW'1..:JUt1!l ~ntJ'1I'iN~IJ'~'WL YlV'l1ii~'fl M~'fl..:J LLt1::

Lu'W1Ul1l1l-J'WLtJUltJ~rilV1'WVl1~ ~..:JLLtJ..:J~IJ:::~1 ri'ry!l'flnLU'W 7 '1'l'l'WuJ:::n'flU~1'ltJ

, ...
~'l'WYl 1 mJ~'joI..:J 1'1'l1l-J i'Wr1..:JU t1'flVlntJYl1..:J~1'Wm tJm~ LLt1::~..:JU'l VI~'fll-J

. mJU1V11J4'~mJ~I'WmJ~!l~IJLLt1::: Lr1J'fl'iiltJ r1'fll-JYi'lL[;I!lf~IJ~'Wl YlV'I
,, ...

~'l'WYl2

'1'l'l'WYl3

'1'l'l'WYl4

'1'l'l'WYl5

'1'l'l'WYl6

11 .d. .:!I I

msmu f'll-Jnln'lJln..:JJ::UU~IJ'~'WLYl V'llLt1:::lr1J''fl'1l1tJ

mJ9V1V11~VJ..l'WILlt1:::Ulr..:Jfmn1:::UU~IJ~'WlYlpj

mJI'11lij'Wm1nU~m'Wn1Jru~I'Wr1'lIl-Ji'Wr1..:Jut1!l~ntJ

, ...
~'l'WYl 7

""" I .=i Q..::o. """" ..:::. cv
n11UJVlI1A'l1l-J11l!ll'W'fl..:J'1I!l..:Jn1JVlll'W'W1111n9'lJ!l..:Jl-JVlI'lYlmt1tJ

mJuDilll[;lIl-J~'flrilV1'WVI

~'J'WVi1

m~~h~fl'J13,J«'Wfl{ltl~'fl~.n~'VI1{1;1'Wn1~111~U.~:::~{lLL'J~~'fl3,J

11l1l-J'WLtJUl tJ1'WVll-J'lVI~~1 ~'ltJ rnJ~'joI..:Jmll-J i'Wr1..:Ju t1!l VIntJ Y11..:J~ 1'Wn1tJ1n~ Llt1::~..:Jll'l VI~'fll-J ~..:JrilV1'W~i'W l~ 'fl

D!l..:Jn'Wn11L ~1 n..:JYll..:JmtJ1n~ L~ tJ J:J1Mu!l'WlUll1l D'fl..:Jn'Wf)'"Jll-J L~tJVl1 tJ LLt1::m 11'1n flll-J ~'WYlf~u ~1 1~'WLYlpj, ~ ,
l-.JVll~Ylm~tJ9..:J1~rilV1'WVll-Jll1lJmnlt1::ll'W'lUDu~1'Wm1f1'lUfll-.JLlt1:::D'fl..:Jn'Wn1Jfmnf1'lll-.Ji'WfI..:JUt1!l(1)ntJ~l~mii'fl..:J

numniil11jj..:Jl'WVlJ!ln1niil n..:J~'W~11jj..:Jl'W1:::UUlYl1'1L'WL~~~1 1~'Wl YlV'I LLt1:::m1~'fl~1 J L(1)tJYi911illll1l1l-J mll-J~1 ri'ry'lJ'fl..:J

'flumru 1:::UULYl1'1L'WLt1~~11~'WlYlV'lLLt1:::~'fll-.Jt1~..:JLU'W~'WYlf~u~ijfh LL~:::ijr1'lIl-.J~ILU'W~Iii'fl..:Jfmn r1'lIl-.J~U, ~
L(1)tJl-.Jl[;Isrn J'ifij i:-JmJ..:JAu11jjnu~11jju1m1 rns1'Wl-JVll~Ylm~tJ Llt1:::VI'W'ltJ..:JI'WmtJ'W'fln~..:Jij'1'l'l'Wl~mii!l..:JnumJ 11jj..:J1'W

1::UU lYl1'1L'WLt1~~11~'WlY1 V'lll~::m1~'fl~11'11'fl..:Jl-.JVI1~Yl m~tJ

LL'W'dtliJ~m~~n'Hlfl'd13,J«'Wfl{ltl~'fl(PI.n~'VI1{1;I'Wmmn~LL~:::~{lLL'J~~'fl3,J

1. lii~l'Jnr1'fll-.JYi'lll1l'flf lU'W~rilV1'W(1)~'W~~11jju1mJ ~'W~H..:Jl'WJ::UULYl 1'1L'WLt1~~IJ~'WlYl V'I Llt1::mJ~'fl~IJ lii

-D(1)l"l'Wllt1::ijm1U1::mV'lliifuYlJ1U~'ln'W t~tJmJrilV1'W(1)~'W~v1..:Jn~I'lLLtJ..:J!l'flnLU'W~'W~;11..:Jl'W ~'W~~(1);..:JLlt1::4'(1)Lfiu

'Ejumru1::UU LYl1'1L'WL~~~IJ'~'WlYl V'lVlJm::uu lr1J'1l'1htJ ~'W~11jj..:Jl'WJ:::UU lflJ'fl'iiltJ W~ltJ Lu'WIil'W

2. 1ii~ltrn fI'fll-.JYi'lll1l'flfLU'W~rilV1'W~~Ylfil urns;'hri..:J~'W~l1jj..:Jl'WJ::UU lYlfIL'WLt1~~11~'WL YlV'lllt1:::m1~'fl~11

3. 1ii~ltrn fl!ll-JYi'l Ll1l'flfihVl'W(1)l-Jll1lJmJ 1'Wm Jfl'lU f'll-.Jmn ~1-'fl!ln~'W~11jj..:Jl'WJ::UUL YlflL'Wtt18~IJ~'WL YlV'llLt1::

m1~'fl~11



4. '\.-11..!'JtJ'lI'WI11 tJ'W'Eln~tJllff~''El'l flm.,!,vi'J l[i]'Elfvj~''il'il1Jm;W~l1J1l 'Wn1~l.l11U~'lI'W~:;uu lfl1'El'liltJI11tJ 1'W'\.-11..!'JtJ'lI'W

9:;!ii'El'l~'lu'W'Yin1'WllUU~'Elhm 1~'lJ'El'El'Wrul[i]l1J1'lI'Wlfli'El'lflm.,j'W'Jl[i]'Elf'\.-11'El'El1.ln nw ll~:;!ii'El'liJ191'\.-1iJl~~1~ fUJ..J'ElU'\.-1l..Jlt1, ~ ,

91n~U'lAUU~~I~'l'Wll..J

1I~'IJ~ ~'J!1.I'IJ: ~lm:;uUfltll..J'W'J l[i]t1fll~:;lfl1t1'liltJ ~ltJ~:;UU~I~~'WlYl PI~IUnfltll..J'W'JL[i]'Elf..

1. ~!?ILl~~:;UU ~t1'l nl'\.-1'W!?Il..Jl[i]~m~m~fl'JUr1l..J Ll~:;lJ'El'ln'Wufl fl~I11tJ'W!m 1'Wm~lih,h~'El'l fl'Ell..J-W'Jl[i]'ilfnm'l
'il \I 'I "I

(data center) L!?Itl9:;~'il'l1.l11u~'ilth:rW'Eltll'l'ld

1.1 ~'lJmih1ljj~'il'l~'il'l'lJ'il'il'Wrul[i]L!?Im:;un'lii9m~l..J '\.-11'ilfl'Jll..J91lll'Wl'Wm~l~l1ljj
'U 'I cv 'I

1.2 ~'lJ'Ell~11ilil'il'l~'il'l1.l11u~[i]IJ..mD~:::liJtJU'lJ'il'l~IUnfl'Ell..J'W'J L[i]'ilfmh'llfl~'lflf!?l

1.3 ~'lJ'ill~11ilil'il'l~'il'lhJYllm~ 1!?11~'Wm9ri'illi1ln!?lfl'Jll..JL~tJ'\.-11tJ!?l'ilYlfi"ltJ~'W'lJ'il'll..J'\.-11::iYlmitJ

1.4 lJ'1l'ill~11i1i1'il'l~'il'l~!?IU[i]~U~!?I'lrl'Wli1i!?ll9'Wi"l'1-'ill..Ji'l~'lU'WYimltJ~:;L~tJ!?I'1J'il'ln1~l~l1i1 L'J~IL~1
" '" ,

0,.' """ ""'" 0 ""'"l'J~I'il'iln ~'Jl..JYl'lmm~l..JYlI?11l'W'Wm~

1.5 nnw~iJn1~1i1'l1'W'W'ilnmnvhm~ lJ'1J'ElL~I1ilil'il'l~'El'llMU'il'Wrul[i]91nlJiil'W'JtJm~~IUnfl'ill..JYi'Jl[i]'ilf'll 'I cv 'il

LL~:::L~'il n l~f 1?1Lri1tJl..Jl1.hwWl ~'1JTN~lun fl 'ill..J'W'JL[i]'ilfl'Wn l~t)l'W'JtJ fl'Jll..J~:::!?I'Jn~I'\.-1fu m~l.lDU~'11'W

l'l'ln~I'J

1.6 mn~I~1 Lil'Wm~nu~::;uu~ ~IAt1!91Lll'W~'El'liJ~fu ~ !?I~'Elm:;uuJ'W'il~nlnU~ u.~m~l.lDU~'lI'Wl~l..J'il

LL~:::'\.-11nijmm~:;Yllm~1!?1 1~'fl19~'lt:-J~!?l'il~:;UU9:;~t1'l1~fufl'Jll..Jl~'W~tlU91mf.ll'lJtl'l~:::1J1JJ'W1ifl'W

1.7 ~tl'lf!?lli1iji'W~~I'\.-1fum~~'ll..JtlU 1I1tl'lJ'WihtJ'Ql.lnnW!?lI'lll~tlll~m~tJ'lm~L~ln'li'W~iI'il'l

fl'ill..J-W'JL[i]'ilfn ~1'l LI?1tJhJ91lll'W
,

'" 1.- !.I -=!i I· ~ """ ~ I I

2. t:-J!?Ill~~:;UU[i]tl'lfl'JU fll..JI?1ll~~111i"lll'J !?I~tll..J'lJtl'l~:;1JUlfl ~tl'lJltJ ll~:::lfl ~'il'l fltll..Ji"l'JLrltlnll..J'lJltJ [i]~'J"'~'ilUm~
\I \I .. 'lI

Yll'lI'W'lJ!l'ld:;uu~H1'Wmdfl'JU'1:W~I11i"l 1l'J!?I~'fll..Jl~tlli1~Il..J1~n H'Il'W 1~ rlll..Jl.ln~ L!?ItJlLli'ltltlmu'W 3 ~:;UU I'l'ld

2.1 ~:;uU[i]~'J9fuflrj'W (smoke detector system) L~'EllJtl'ln'Wmnn!?liflfiJltJ'lJ'fl'lil'il'lfl'JW'll..Jlflitl'l

fl'Ell..J-W'JlrltlfllJJ'liltJ

2. 2 ~::;UUlflifl'lllfutI1m1'1 (air conditioning system) l~fllJfl'ln'Wmnn!?lPl'Jll..J;{'W"'lln~::;fl'il'lJl1'W

2. 3 ~::;1JulrMl~tl'l~m~'W (UPS) l~'EllJtl'ln'W'Ql.lnnu ll~::;lfli'il'lfl'i.ll..JYi')l[i]tlfllJJ'liltJlIiJ(ilYll'lI'W

1I~'I.J~1P1'J!1.l'I.J:~lm:::uUA!ll..JYi'JL[i]'ilfll~:;lA1'i.l'liltJ ~IUnfl'i.ll..J'W,)l[i]'i.lf..
, d
?l'l'U'I'I 2

n1~'I.J~'Vn~~IP1n1~~I'Wm~~1.l?l1~Lb~::;bR~1.l"li1~?l1~?l'Ub'l'lf'l

[i]1l..J'ULtlUl tJ1'W'\.-1l..J'J!?I~rjl f)') tITndU1'\.-11dftrlTndf)11.Jnl d~'i.l'i~1nL~::;LA1'i.l'li1 tI~1~~'WLYlY'1 ~'11~ n111'W(il;f'WL~ 'i.ll~

n1d~llil'W'lI'U~l~m~'i.l'lnULfld'l~'1-1'l~"'W~I'U~I'W~ld~'WlYlPl ll~:;'i.ll.lmrul.ld:;l..J'J~t:-J~iJfI')ll..Jnn~'i.l'l l'\.-1l..Jl:;~l..Jll~:;.. ' "
1.l~'i.ltrlJltl l..JlIl::iYltJ1itl~'llf)f trlYllll'W')l.l11u~:t'Wl~'i.ll iI~ ~ ll~ d:::UUll~:;~11J1u1n1~ 1~ [i]d:;lI un n'l'\.-1iJl~ A':lldJfu n i?)'ll'i.lU

f)l'Wmd~ trln1m~::;n1~ liid:;UU fl'i.ldJ'W'Jl[i]'i.lfLl~:;lfl1'i.l'lilt1?l1 d?l'WlYlY'1 U~:;?lldJl~n1.l5u~ [i]1l..J'i.lth'llA~'1Af!?lL!?ItJ1~iJ
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LL'IJ 'JUn-lliim'il"l .n,:j1'IJ Lf'l~'fl,:j f'l'fl :IJ-yhLf?l'fl~~ n"li1t1

1. mJ~(?l~~Lfi~''El~fl'ElJ.-JYi'JLI?l'Elf~mhtJ~'El~r;)lLU'IJn1JI;rlJ.-JLL'IJ'JtJDlJ'1i~~f1J'EllJfl~J.-J1JJ::;L~'IJrh~1~~1f
• mJ~(?l~~ttJnLnJJ.-J1J'El~ri'IJ1'JfM'Ell-JYi'JLI?l'Elf(anti-virus)

• mJ~(?l~~LtJJLlnJJ.-Juf1JUNm1'El(?l'1l'El~LVd'lJ'El~1'IJLi?l'r(Window update Patch), ,
• mJ~(?l~~'li'El~~Ll'Jf"NYl::;lihJ'lJLfli'El~

• n1J~(?l~~'li'El~~ll'Jf~'W~1'Was

2. 1i1JjmJYllJYl'J'Wri1lliJflLl'El(?ll(?l~(MAC address ~1'ElMedia Access Control Address) ~1J'WYin1iJmh'l

lJ'EltJUft::;1 f1¥~1'WnJrumJ'l!'ElJ.-JiI1Nlfli'El'lfl'1ll-JYi'JW1'1lfftmhtJ lLft::;'El19i'h-Jftrltl'ElunnwA'1ll-Jrl'1llfl1'1l-n1tJlJ'1l'1ll-JU1N
.. 'IJ .. 'U '"

~'1l'lLl9'1~1Unfltll-JYi'JLrl'1lfl~tln1Jtlfutl1'1

3. lfli'El~f1'Ell-J'W'JLrl'Elfftn-n1tJYl nLfIi'1l'l~1:W1 Jrl1 il~l'WJ::;lJ1Jlfl1'El-n1mf'llfiitl~ fl 'El:wYi'Jlrl'ElfllJJ'Ji1tJ Llft::;J::;lJlJ" ,

6. il1J.-Jmili'JmJ 1il~l'W'Qtlmnrrlm"b'l L(?ltJ1JJtJ1'WmJ~'W~'WI?r'J1?l'WL(?ltJn1nl'liftJ1'W'El'Elnlflitl~ l~tJ') (Shared

Internet) ~1'Elm JiJ1tlunJnrrlm\h~ l'1l'WLYlJ~YfVl~'1lntl:w1l~'ElJ.-Jrl'1l~~lfli'El~f1'ElJ.-JYi'Jlrl'1lfftn-n1m~'El1 il L1J'W'1l'El~Yl1~1'W, "
n1J H~l'W~'WLrl'ElflUrl

7. il1J.-JL~11il~l'Wl~lJ1 'li~~hJm:W1::;~:W ~1'El1JJlrim~'1l~ri1JJl1Jn9'lJ'1l~:wm1YlmitJ

8. il1J.-J.yhmntl~tJ'WLltlft~~:w1mft'lJhl'Vl (IP Address) 'lJ'El~Lfli'El~fltlJ.-JYi'JlrltlfJl1tJ1'Www'JtJ~1'WL(?ltJil1~flJ

'El'Wru1rl91n~lUn f1'1ll-JYi'JLrl'Elf,~

9. il1l-JmilYhmJtlflJllrl~1lJ'El'El~ (Bios) i-l1'1lmJ~~ri1J::;1JlJ (configuration) ~'U1(?l~m99::;~~~.Jftm::;YllJvi'El

J::;lJlm1JVl1~1'U'lJ'El~fl'El:WYi'Jlrl'Elf '1l'Ul1J'W~ll~rl1i1hl~1l-J1Jrl LiJ(?llfli'El~1il~l 'W1~LiJ'Utln~,

91 n ~tl1'W'JurnJ~l un fI 'El:wYi'JLrl'Elf

11. lfli'El~f1'ElJ.-JYi'Jlrl'Elf9::;~'El~i'JmJih~'W(?lri1mJrrn9'ElJl1i'1 (screen saver) l~'1l1i1i'JmJ1J'El~ri'UmJl~10~

J::;1JlJtJD1J~mJ 1'U'lJru::;~1JJi'J~1il~l'W

~~'IJ~(9l"1i'fl'IJ: ihtJtlDlJ~mnLft::;lJ1mJ ~l,rnfl'ElJ.-JYi'Jll?l'Elf
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u 'U'Jtlnlliim~~ 19l~~ bFl1-'fl~ Fl'fl :I-J-W'JblPl'fl~~n"1h~

1. ~i?1~..mtl::: 1~'lI'UJ':::lJlJU!jlJ(;in1J'~~~'lJ?lYliQn 1il'il'llPlll..Jn!]'!,UJltJ

2. fi?1vllJ'ltJnl'j'IPlJ',)"'l~'illJ (checklist) ~IVlflJn1J'~i?1~'lLAi'il'lA'ill-JYi,)LIPl'ilf~n'lhtJ LLtl:::uflJU!'lJ1tJn1J'

1PlJ',)"'l~'illJJ'U'iltil'ltJ'iltJUtl::: 1 Af'l li?1tJ1ii~n1J'J':::1! L,)'Elf.r'U'lJ'El'lJ'ltJn1J'1PlJ',)"'l~'illJ'iltil'li i?1L"'l'UL~'flU'El'ln'Ufl')Il..J~lJ~'U

'lJ'El'ln1J"I:n1u1~'lI'U

3. 1iiVl'\..htJ'lI'U~flJ tj i?1'll'fllJrllLD'Un1J'~Vli'l LAi'fl'lA'Ell..JYi')LIPl'Elftln"1iltJ1Plll-JJ'ltJ n1J'IPlJ',)"'l~'illJ~1~f i?1vll,r'U
"

4. 1iirllLD'Un1J'uflJtI!'lJ':::lJlJlJ!jlJ(;in1J' (Update Vl1'flService Pack Vl1'ilPatch Vlffi Hot fix 'lJ'il'l
...

J':::lJlJu!jlJ(;in1JiJ'U)

5. 1ii~n1J'~i?1~'l'll'ilrlr1LL')ffi'El'ln'U1')fM'fll-JYi,)LlPltlf (Anti-Virus)

6. 1iij'jn1JfllVl'UVlLLtl:::~Vl~'1'll'ilrlr1LL')fL'ilYn:::~~ldJ'WI?i'fln1J'u!ju(;i'lI'U'lJ'il'll-JVlI'i'JYltJ1~mvhJ'U LVltJ1ii~n1J'

YlUYl'd'UJ'ltJmJ''ll'ilrl r1LL')fi'U Jl'UJ'UL ~'il1 ii LVll..Jl:::~l-JLLtl:::~'flVlA~'fl'lnun lJ'1.l!ju(;i'lI'UlPlll-JJl1J'n"'l'lJtl'll-JVll'i'J'VlmitJ

7. Iiltl'l~ i?1~'1'll'flrl r1LL') f~ Qn~'lJ?lYli LLtl:::d'J'U'lltlrl r1LL') f~'U .Jl'U~~1 L1J'W[;i'ElmJ'1il'lI'U'lJtl'l J..IVll'i'JYlmitJ LvhJ'U

8. ~11.Jn fltll-JYi')LlPltlf"'l:::rllLD'UmJ'U1Nfmn LAitl'lfl'Ell..JYl')LIPl'flftln"1iltJ'Eltil'ltJ'fltJUrl:::1 Af'l, "

9. LAi'il'l A'Ell-JYi')LIPl'Elf~1~1urn JU!ju(;i'l1 'U"'l:::1il'El'l'fl~1 'Uriurn J'l-Jll?1J'Jl'ULAi'fl'l fl'fll-JYi')LIPl'flf~n"1iltJLvhJ'U

10. 1il'El'l~i?1~'l'll'flrl r1LL')frl'l'Vl:::L1JtJ'UA'fll..JYi')LIPl'ilf~n"1iltJL~'ElLnULLiJfl ue "Ui?1~'lJ'El'lLAi'fl'lAtll..Jri'lLlPltlfL~'fl1ii

~1l..J1J'ClU'Eln1~t)ILfli'fl'lJ'U~'l'ilti~1!i1Jl1tJ1'Ul-J'\.11~YlmitJLLtl:::lJ1i?1dJ'UL~I'lJ'il'lLAi'il'lA'fll-J~'lLIPl'flfLAi'fl'lJ'U
" "

11. LAi'il'lA'fll..Jri,)LIPl'flf"'l:::Iil'fl'lj'jn1J'nlV1'UV1rhL~'flU'il'ln'UmJLihn'lJ':::uuu!ju(;imJ'1'U'lJru:::~1lJnql~'lI'U

12. LAi'fl'lfl'fll-JYi')LIPl'flf"'l:::Iil'El'lvllmJ'~'lrhmJ''in'''l'illlTVi L~'fliJ1~nmJ' 1il'lI'U
I s,.. I ,.,.

1J. Lf'l1fNfI'f)l-Jri,)L(;]'1)f"l:::~fl~Cln~tHl'!,ltJl"ltl'Vlnflf.:lL~,[]L(,'l~"l~'Un1J'1il~I'U" ,
14. Lfli'fl'lfl'ill-JYi')LI'I'flf11nLAi'fl'l"'l:::Iil'fl'l~mJ'~'lrhmJ'~'U5'W1;],)I?I'WIi'fl'UL~11il'lI'U1:::uuu!jlJ(;imJ'

15. fVlvllJ'ltJ'Il'UL~mnuJ'ltJtl:::l~tJ!iI'lJ'fl'lLfli'fl'lA'fll..J~,)LI?I'flf~n"1iltJUtl::: 1 flf'l

~.w'l..l~l9l"li'fl'l..l: ~ltJ1.l!iu(;imnLtl:::u1mJ' ~11.Jnfl'ill-JYl,)LIPl'flf

bb'U'Jtln~m'i1i'~I'U,r'J t'f~1'fl~

1. ~1ilu1mJ''''l:::Iil'fl'lLnufmnu,)Pl11'El~ (Buasri 10) 1~dJW'I,)Il..Jiu iill-JLiJi?1Lr.JtJ~'fl1!f1r1tl~'Uiill-Jl'fl'l.J

~IVl1l1tJ Vl1tlr.llmL"'ln1iilJ~'U li?1tJi:J1~fu'El'UrullPl" ,~

3. ~Hu1n1J''''l:::&l'El'l0l ..:ru'UVim~1 (Login) Li?1tJ1~u,)Pl11'fl~'lJ'il'lIPl'UL'il'lLltl:::vllmJ'tl'lu'UVin'El'Eln (Logout) 'Vlnflf'l

L~'ElVltJi?1n1J1il'lI'U,r,)f1Jl'J '\.11'ill~~"li'UmJ'11l'l1'U

~.w'l..l~I9l'Jj'fl'U: ~ltJu!jlJ(;in1nLtl:::1J1mJ ~11.Jnfl'fll-Jri,)LlPltlf
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uu ';)tliJ llil m 'a"L-if 'a,r~~hu

1. :i'~ZH.h'U(password) "'l:::~'fl~~fl'Jl:wm'JhJu'fll'mil 8 M'J!lmjJ L(?)I'.I'fll"'l"'l:::~rnn.J~:wri'U:i':::vdl-lM'Jlfl'lJ

Vl1'fll'l'J!lnlj:i'Yi:wrf l~ nVl1'flf]fJ'Yl :W'V'l1VI'1i Vl1'flM'J!ln'lJ:i':::YiIf''11i

2. :i'~~~I'U~'fl~hJdJ'U~I~~ml:WVlml'.l~m1i11Y1l'Jllfl:::m1iI!l~n~1i llfl:::llh.J~I~l~~ml:WVlml'Jl'U

,_, I I I
l.I ...... ....._ I ~ Go' ~ ..:::!I ..:::!I ..". .-=l I ",

3. Vll:wt'l-l:i'VI~~I'WlVl:W'fl'UmJ"1!'flVl:i''fl'Ul:W~flflVI:i''fl~~YI~II'Jt'l'flm:i'm(?)l(?)1

4. ill:W"'l(?)u'WVinnr~~I'Ul~l'W~~Uflf1fl~'W~I:Wl:i'Cl:W'fl~L~'UUi,

5. y'hrnmJ~I'J'WLLtlfl~J~~~1'W1V1~1'U'V)n13 L~'fl'WdJ'W'fll'h-lu'fll'J

" 6. ill:WU1:i'~~~I'W~LflI'J1~~I'W:WllLfhn~U:W11~-lI'W;;)n

7. :i'~~~I'U"'l:::~'fl~ml:W~UL'il'V'lI:::'lJ'fl-lUflf1~LL~:::9:::~'fl~1~LtJ(?)L~I'JVl1'flm:::r11m:i'1(?)lm:J~'U'mIUL(?)I'J~1~fu
, ' ..

€~uijlPl"1i'f1U: i.hm:::uUf1'fl:wYi'JLt'l'flfLl~:::Lfl1'fl'll11'JiJlm:::UU~I:i'~'WLYlP1iJ1I'JtlDu~m:i'Ll~:::u1m:i'

~hWnfl'fl:wYi'JLt'l'flf

LL'U'JtliJllilm'a;h~n'U"'l1n Lt1~LLmaJt1';i!;~~~~~

1. Lflitl~f1'fl:wYi'JLt'l'flfmI'J1'UVI'w'JI'J-lI'U'V)mf1i'fl~~'fl~r11mnr'V'lL(?)'Vl(Update Patch) 'lJ'fl~:i':::uutlDu~m:i'

l~uun'J l'ii'flf ll~:::LtlnLn:i':wm:i'H~I'Umh~~~1 L~:W'flL~'fltJ wn'fl-lLVIi (Vulnerability) ~ Ln(?)~'W"'lln'ii'flvitrlLl'Jf

2. lfli'fl~f1'fl:wYi'Jl{;l'flf'V)nlfli'fl-l~'fl-lr11m:i'~(?)~LtlnLm:w1J'fl~n'ULLfl:::fh~'(?)LtlnLn:i':wtl:i':::~~fl111'J(malware)

:i''J:wi'\ltlfutlr\ll ilY]'U~:WI'J'fl~L~:W'fl

3. ill:wmilmilu1m:i'r11mJU(?) Vl1'fll'Jm~n Vl1'flLtl~I'J'U:i':::uumJ1J'fl\ln'ULtlnm:i':wtlJ:::~~ffllt.1~~(?)i-l'fltJu'U.. ..

4. VIIn ~lojju1n1J'V'luVl1'fl~~ll'JiILfli'fl~ fl'fl :wYi'JLl'l'flf~ (?)LtlnLm:wtlJ:::~~ fl111'Jill:wm iI~l~u lmn~fl:W l'ltl

Lflitl\lfltlJ.JYi'JLt'l!lfLil1nm:::uu Lf11fl'lllt.1LL~:::~fl\l~1L'W'UnlJLL9\1~hwnfI'fl:WYi'JLj;J'flfVl1'fllJ~l~miJ'fl\l ~1L'W'Un1JLLIlL'll.., , ..,
I ..:::.I ..:::!I I'_''''''' -=!II I -=l ......
nfl'UYI"'l:::L"1!'fl:Wt'l'flL'lJlnUJ:::UULflJtI'lJltJfln fiN

5. n'fl'Un1Jlojj\lI'U~'flu'UVin LLUU'V'ln'V'l1~t1~~n1Jt'lJ'J"'l~'flU L~t11JtI~n'ULL~:::lh~'(?),[tlJLLm:wtlJ:::~\lfl11tJ

6. ~1-ilu1rnJ~!l~r11n1Jj;JJ'J9~'flulvi~~~1:W1JCltlJ::::W'J~~fll~ (L'll'U .exe .com .bat .vbs .scr .pif .hta)

~1'U'Vll\1LtlnLnJ:w1J'fl~n'Ull~:::lh~' (?)Ltlnmn.jtlJ:::~~ ffll tJ nfl'Ur11m nu (?)'V)nflf~

~~uij","1i'fl'IJ: c:JltJJ:::UUflflJ.J.yhlt'l'flflL~:::Lfl1mhtJ c:JltJtlDu~mnl~:::u1n1J Ihwnfl'fl:wYi'Jll'lflf

~rQ,Q...4Q,. ~g..o A.'" ~
LL'U'JUllUIPl m'a b"1i"l'U';i!;'lJU'fl'U L'VI'fl 'aL'UIPl

1. ill:w~H\ll'UtlDu~rnJl(?) 1 ~dJ'Un1Ji(?)l7iflnDVI:WltJVl1'flA~fiJJ:wi'UA L(?)I'JVlln~n1Jm:::r11crl\ln~1'JLn(?)~'U

tlfl L1J'WfI')lJ.JfuEJ (?)'llflu'lJ'fl\lwlijj~I'U ~~!ltJ'U'tlnlVIU!l91n fI'J1J.JfuEJ (?)'ll'flU'lJ!l\l:WVll1Y1m~tJ.. ..
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m:;i11m~ 1~1 ~"l:;i111~~~'WL~l'Jml'J

5. ih~mi1..:11'WL~1H..:I1'W~:;UULC?ll'Ji'11~fU'El'Wru11ilrnsunrn Vl1'fl'V'm11'J1~Lih li1..:11'WL~l'JmMU'El'Wru1Iiln'El dJ'W
'IJ "I.... q "I .. Q.'

f1'J1J.,J~1i11~Lnt'l~'Wl'Wm~1i1..:11'W

7. J.,JVl1";)Ylm~I'J'1I'El~..:I'J'W~vlil'Wm~l'Jm~nVl1'ElJ:::.rumn~'El~l'l'Ell'Wnnillil~'J"l~'ElU~Um~'VimmJ.,J~n~n

Vl1'Eli111~~:::uU'1I'El..:l~".n";)Ylm~I'Jj'J1.J~:::~Ylfim'Vif'1t'lf'1..:1

8. lilil..:l1'W~tNi11f1'J1~Lihl"lUf'1:::I'JT.l~fm:::L1Jl'Ju1.JDU~~J.,J1..n";)Ylm~1'Jf11V1'WC?l~'WLt'lI'J"l:::ii1..:1~1'WYl~1U~:::L1JI'J1J

1.JD1.J~J'W1 i'11~

9. Uru~mi1..:11'W(u'J1'l11'El~)J'W~Vl1";)Ylm~I'JJ.,J'El1.J1~L~'Eln1~1i1..:11'W1il1~m~n"l'1J'El..:lJ.,JVl1";)Ylm~mvhJ'WLLf'1:::~ "
~1~m~~~'W~hI1~L~m~T.l'!f11.J~m";)Ylm~I'J'l1111.Jlil..:l1'W

"

€~1J~fI"lI'fl1J: C:hm:::uUfI'ElJ.,Jrl'JLIilT.lfLLf'1:::Lfl1mhl'JiJ1m:::uu~1~~'WLYlI'l U~:::iJ1I'JUD1.J~m~LLf'1:::1.J1m~

~1'tJn f1T.lJ.,Jrl'JLIilT.lf

bb'W'Jtli)~m'i1J~~1'i~flm'i~1J'I..J"'lflVl:IJ1t1~b~n'YI'i'flUn~

1. LfliT.l..:lflT.lJ.,Jrl'JLI?lT.lf~lUt'l1~1.J1m~~:::1.JU"lC?lVlml'J~L~nYlj''Elilni'f(e-mail) ~T.l..:lLll'WLfliT.l..:ll~1.J1m~'El..:l

J.,Jm";)YlI'J1~tI~VJ LLf'1u1V11~4'C?lLt'lI'J~1'tJnFlT.l~rl'JLIil'ElfLvhJ'W

2. ~~ LLf'1~:::UUj}j'El..:l4't'lli.ij'J~:::uu1'Wm~1il~'J"l~'El1.J"lt'lVl~11'J~L~nmT.lilni'fYln'fluu~ rJ1'WL~1T.lT.lm:::uuu1m~
"" .

u 'W'Jtl i)1J~m'ii. .jftJ~m'i"'l fI~:lJ1t1~ b~m1'i'flU n~

1. mijj..:l1'Wj'JVI1J1~fuEJC?l'1lT.l1.Juru~u'J1'l1~1~fu"l1n~vn";)Ylm~1'J~'El..:l~:::f..:lm~C:J~'W~1J.,J1~m~1Ci..:l~~rJ1'W,,~ ...

L~'Ellil..:ll'WU'1J~"lC?lVlJ.,J1I'J~L~nYl~'Elilni'f'1J'El..:lIil'WLC?ll'Ji'1'll'ElU

2. mi1..:11'Wj}jT.l..:lfmn~-«~~1'WLL~:::hlm.!ru1Iill~~~'Wli1~-«~~1'W'1I'El..:lI?l'W
'IJ q Go' 'IJ

3. mi1..:11'W.y;..:IYlnU~1~(?lLLf'1J':::uuhJi'J~YlfimJ.,JVl1'Elj-'El..:l'1J'Elmi11~LuC?lL~m-«~~1'WL~'ElL~11i1..n'Wuru~u'J1'l1
'lJ 'iI'lJ 'IJ CIJ

4. mi1..:11'Wj}j'El..:lhnijjuru~"lC?lVl~11'J~L~nYl~'Elilm{'lI'El..:l~~'Whl~1"l:::1MU'El'Wru1IilVl1'Elhlnl?ll~
'IJ.... 'IJ" Go'

5. i.il~L!;.JmL~~ Vl1T.l~..:Il'l'El"l~VI~1m~nL'Jl

6. ih~L!;.JmL'Vi1~'ElJ;l~~d:1'Wf1'Jl~~U'lI'El..:l~Vll";)'Vlm~1'J
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t11Tllw~n'jj'ru~~t1tJ1Ufl1tJ t11Tl~1l-mTlU1"l1~

1O.~1"'~~"l Cilt1"'1tJ~d~nYl~Tliln~L~TlL~tJLL'Y'lfLunLm",t11Tl~if?jr.J1U~1t1fUmn~lri~ Lunm~'" 1u~n'jj'ru~~ dJ'W
r

m~~~Li'JCilfi'lJ~Y{~

11. ~1"'~~"lCilt1mtJ~L~nYl~Tliln~L~'flm~"l1tJfl')1l-JACilL~U~':lUUflfl~~j'jviTl~~fll-J mn;jTl~ Pl1?ju11uu~lJ~hl, ~

~Tl~m~

12.~1l-J~~"lCilt1"'ltJ~L~nmTliln~L ~'flm~"l1tJl 'Jf?j t11TlLUnLn~"'~ LlJU!lUj;!ntJI1Uml",Jufl~U~TlCil.ntJ'll'fl~
.... ,

~~UULfldTl'lJltJ

13.~1l-Jm~~1~~1ut11ury~"lCilt1l-J1tJ~L~nmTliln~~1~fu"lln"'mf)Ylm~tJlu?j3Jfl~?j'"1~nj;!1"'L~ul'll(;]l?h~ 1
L~mh~LtJ'Jj'lf~':lUI?1ULL~~hl L~m~Tl~nUfl1 ~n"l'lJ'fl~"'t11f)Ylm~tJ

14. L~'fll~fmif?jr.Jlufl¥~ LL~nlUmn~l~~UU"lCilt1l-JltJ~ L~nYl~'fliln~ LL~~L~'flj'jmn ~1~ ~~UUluflf~ LL~mfu

m~~1U~'fl'lLU~tJu~if?jr.J1ULCiltJ'iuY1~

15. ~H'I1ULU~tJu~if?jr.J1UYlnl 3-6 L~Tl'W

16. t1~'1"llnm~1~'11U~~UU"lCilt1l-J1tJ~L~nmfliln~L?j~"liU lJ1~..jlU~'fl'l~'1uuVin'fl'fln (Logout) Ylnflf'l~ ,

17. ~l ~'I1Ut1~m~tJ'ImnLUulrJ~'lJ"W1 Cillt1'1lLCiltJ1~j'j'lJ"WlCilhlLn"W20 MB

18.~1l-Jf1'1~m.J~~LlJUfl')ll-l~U r.J1"WYll'1"lCilt1l-l1tJ~L~nm'fliln~CiltJi'Jl~ L~l~if?j~u~

, d
~'J"W'YI3

1?11l-l"WLtJU1tJl"Wt1l-l'JCil~~l~'JtJmdfl':)U f)l-lmr,~lri'l~~UU?j1~?j"WLYlPILL~~Lfl1Tl'lhtJ~'1fht1UCil;;{"WL~'fll ~ tilCil
ml?1dm~1"Wfl':lufll-lmJL~1ri'l~~UU m~U1t11~m~r.rCilmJL~ln'l'lJ'fl~m~ LL~~m~fl':lUfll-lmn~ln'lLfl1'fl'lhtJ'iJTl'l, ~,

L~UvmJLLTHi'Ell-l~t11'fln1~ih.j1"w'lJ'fl'ld~UU?j1~?j"WLYlPILL~~d~1J1JLfl1fl'li1tJ1iit1tJCil'Jj~rn d':ll-li~ 1ii?j1l-l1dnl?1d'J"l?jflU~ ,

~CilI?11l-lYl~"l'lfi?l':ll.jflfl~~ L~11~'I1Ud~UU?j1d?j"WLYlPILL~~~~UULfl1Tl'liltJ'lJTl'lt1l,btJ'I1UHi l-Jt11f)Ylm~tJ9'!1~r.rCilVl1LL"W'J

u!jul1;;{uL ~Tll ~ ~~LL~d~UULL~~~L~u1md HiI?1d~WWnn'lfl')1l-l~1 rlC].J'lJ'fNmdfl':lUf)l-l LL~~l~:hl-l;j'ElL"WmdU!ju1i'Eltil'!

nn ~'El'!Lt1l-l1~?jJ.JL~'El'lhtJnumdlJ'El'ln"Wmd1Jmn~'!"l~f1'1 ~~ fl'J1J.JL~mntJ t?im~UU?jld?j"WLYlPILL~~Lfl1'El'liltJ'lJ'El'!~ , ,
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1. ~t?lLLflJ':::UU~ill'Wl"'l"(.rWl~ c;i..:JL'l'flhJn~~
1.1 (7)J',)"'l~'flUVlLLflfmnmJ'H..:Jl'WLfi~'fl..:JA'flJ-lYi,)L(7)'flfLLfl:::J':::UULA1'fl'1ill'J'lJ'fl..:JV1'll,)1'J..:Jl'Wl~d'J'WhJ~')1'J

"
A') 1 J-lLj-I'JU'j-'fl1'JLLfl:::~1.h:::~'Yl~Jl1Y-lvnn MJ',)"'lY-lU~..:J~ VlUn~ L~mnUm~ lil.,j1'WLAi'fl..:J1'l'flJ-lYi')LM'flfLL'Cl:::.

~:::UU Lfl1'fl'1ill'J1mu ~1 L1J'WmJ'LLn1'lJJ'')mf..:J1.J'fl..:Jn'WLLfl:::UJ'n'Vl1A'"J1J-lL~I'JV11tJ~'fl199:::LnVl1f'W1'Wr1'WYI

1'Wmru~~..:J~Vlun~c;i..:Jmi1,)LnVl1f'W"'llnm~lil.,j1'W'lJ'fl..:Jmilu5-mJ'~1dJLu'W1u(7)1J-l'WLtJ1J1tJnlmuLL9..:J. ~

c;i.,jnfi1') 1~r1'WYI

1.2 ~Vl ti..:JLL'Cl:::ufUU!..:JLUnmnJ fl'flJ-lYi')L(7)'flf~lV1fU LL111'll~'flUnY-l~tN'lJtNLl'li'fl.,j1'l'flJ-lYi')LM'flfLL'Cl:::~:::UU

LI'l1'fl'1i1tJ1~~f'l')1 J-l,JW'I..:JU'Cl'flVlJltJ1urnsH.,j1'W Llfl:::n'W~~ 1'J'flcil~ J-l'fl
"

1.3 m,)9~'flUI'l,)1j..J,J'Wl'NU'Cl'fl VlJlI'JIums1il~l'WLI'li'fl..:Jfl'flJ-lYi')LM'flfLLdJ'1i1tJLLfl:::J':::UULfl1'fl'1i1t1

1.4 VlLL'Clfmn LL'Cl:::MJ',)"'l~'flu'll'fl..:J'Vl1.,jmJ'~'fl~lJ''lJ'fl..:J~:::UULA1'fl'1i1tJ!ltiL~J-l'fl LLfl:::UVl'll'fl..:J'Yl1..:Jm~~'fl~lrn'fl..:J
" "
J':::UULfl1'fl'1i1tJ~1dJ ~ fl,)lj..J~l LU'W~'fl..:J1il.,jl'W1'Wr1'WYI

1.5 VlLL'ClfnM1LL'Cl:::ufuUNUru:n9 VlV1J-lltJ~L~n'Yl~'fl1Jnll~ nn ~'fl..:JLL'Cl:::LU'WU"'l9U'W'flciL~J-l'flLVltJ1~tJn L~n
'lI 'I G.f '\I "I 'U

~'Ylfinl~1il..:Jl'W-n'fl..:J~Hu5-m~~Y;'WM1Y-lm~Lu'W~Hu5-mJ'
" "

1.6 MJ',)9~'fl1J Ll'li'fl..:J1'l'flJ-lYi')L(7)'flf'lJ'fl..:J~1iiU5-m~ 1~~m~n1V1'WVlJ'tr~ ~1'W ~')j..Jvf..:JmnnufnM1~~~ ~1'W

1 .7 1dJl iltl1'W19V1iJ1~'lJ'fl..:J(7)'Wl'Wm~L ~li:i..:Jlfi'flJ-l'Cl'lJ'il..:Jmilu5-mJ'~l il.,j1'WJ':::UUfl'flj..JYi'JL(7)'flflVlI'J1dJ~LV1(7)~'Cl!l'W" " ,
~J-lA'JJ'

1 .8 hJm:::,yhm J'~ 'WlVl~;J ~ nMru:::LU'Wm J'fl:::LJjt?l~'YlfiVl1'illfi'ilJ-lfl~'J'WU fll'l'Cl'lJ'fl..:J~1 ilu 1m J'm il..:J1'W~:::uu~ , "

1.9 1dJLUVlL~l'Jlfi'fl~fl~1ti1J-l191nmJ'UDu~VliJ1~ ~..:Jlfi'fl~'Clc;i..:Jm41'JLu'Wlfim;!'Cl~1dJLUflL~tJ 1~1.JI'lI'l'ClVl~..:J

1.Jl'lfl'CllVl'Yl~U LVltJ1dJ~LV1[;j~fl!l'W~j..JI'l'JJ'

1.1 0 L~'fl~VlLL'ClJ':::uuY;'W91nVliJl~9:::~'fl.,j~'W~'W'Y1fY-ltJ'lJ'fl..:JVI'll')tJ..:I1'W~L~mlfi'fl,niumJ'unlJ~VliJ1~'lJ!l..:lM'W
"" d.J

~nL~'Wl'Wnn1J~1dJ~1J-llnl~lL1J'Wm~ti1,)I'J'llimJ''Yl1.,j~L~n'YlJ'!l1Jn~ LL'Cl:::;JVliJ1~1'Wm~'YlVl~'ilUM1Y-l

Y-l'j-'ilJ-l1il..:J1'Wm~Vh~l~'il..:J.16'flJ-lfl LLfl:::mJ''YlVl~'flum~M'W.16'ilJ-l'ClM1J-lJ':::tJ:::L,)'Cl1~LV1J-l1:::~J-l
" ""

2. ~ VlLLfl~:::UU9:::~'il..:JLnufnMllfi'ilJ-lfl"'lJ'19~'Yl1.,j fl'ilJ-lYi')Wl'ilf (Log) Lt?ltJ9:::~'fl..:JLnufn1i1~'ilJ-lfl'lJ'il..:J m ilu1m~
'iJ'IS 'lJ 'll 'lI

Lvi1~91 LiJ'WL~'ill~~1j..J1J'bl J':::Ur;l'Jm ilu5-mnJu i..:JLLL'l~J-l1ilu1mnL'Cl:::~'fl..:J Lnufn1i11 i)LU'WL,)'Cl1hJiJ'ill'J nrJl 90 r)'W, "
UU i..:lLLL'lmJ'1ilu5-mJ'i'W~ Vl'Cl.,jmnnufnM1.16'il~fl"'lJ'19J''Yl1..:1 f1'f)J-lYi'1L(7)'f)f~'1l..:Jl1F5jjmJ'~Jw;I..:IUfl'1l VlJltl c;i'l1?i'il1un

2.1 Lnu 1'W~'ilLnu.16'flJ-lfl~~1J-l1J'bl fnM1f1')lJ-l f1JU n'J'Wbln~'f)..:ILLYl95-..:ILLfl:::J':::Ur;l'1Ufl f1fl~ L.161i:i..:l~'f)c;i..:lmh'J 1ti1
'lI 'lI "I "I
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tJ~ ih1tl'WVlli1'i'i1l-J1~m ~h~'1~'m.Jfl(i],m~hlHi L'1l'WtJl7l~'1"'l'i'i'Elm:::UU'i'i1~'i'i'WLVIV'I'lI'EI'I1tI1.l'l~N1'W(Internal
" "",
IT Auditor) vij''Elu flflflYl1tl1.l'ltJ'I1'Wl-J'ElU1tIl-J1tJ,

2.3 1'Wmnnu~'Ell-Jfl9~19~,f"W ~'EI'I'i'i1l-J1~m:::untJfl:::L~tJVltJ1:nu1m~dJw1tJuflflfll~
'iJ 'I <u 'I

2.4 L~'ElliI~'Ell-J~9~19~ijfl'l1l-Jnn~'EI'I LLfl:::U1l-J11:nlh:::ltJ"ll"Wl~91'1tJ1ilu1n1~~'EI'I ~'1"W1~m'lJ'EI'I'Elumru
'IJ 'lJ 'it 'I

uu 'JtlijiWi m'iR'J'U f:! 3-Im'ib .n1tl.:Jr.:'lJ'lJ'&'l1'i'&'l'U b'VIf'I

1. l-J1tI1~Ylm~tJ~'EI'In11t1"WVl1i1ijl-J1l7l~m~fl'lUfll-Jmn~11 :n'l1"W~:::UU'i'i1~'i'i"WLVIV'IL~!l VlLL'i'lfmn fl'l1l-JUfl'EIVllltJ, "

LLfl::;VI'W1~fl'l1l-J fu tJVl"ll!lU'lI'tN L91V1i;h~1"Wm ~UDU1i'l1'Wri!l"WL~11il ~::;UU'i'i1~~'WLYIV'I~'ll-Ji'l ijm ~VluYI'l"W~VI~m~L~1 ~'1

mh'l'W'EltJUfl::; 1 flf'l

3. tJVlLL~~::;UU~'EI'I9Vl1ilijm~~Vl ~'1~::;uuu"WYinLLfl::;~Vll7l1l-Jm~H'I1'W~::;UU~1~~'WLYlV'I~ijj;]!l~::;UU~'Ell-J~
"" "

~::;UU'i'i1~~"WLVlV'l91n1l1H'W'Eln

7. tJVlU~~::;UU~'EI'lijm~n11t1"WVl.ff"Wl7l'El"Wmn~11il'l1'W~::;UU~1~'i'i'WLYIV'l91n1l1tJ"W!ln'El'lAm'II"

~'EI'i'i1nFl~!l"W~LL~::;m~uDu"i\'11"w91n1l1tJ"W'Eln'El.,jAm L~'El1i1~::;uu~1~'i'i'WLVIV'I~~1 AblJij Fl'l1l-JUfl'il VliltJl-J1n~"1Vl

9. tJL'ILL~~::;UU~'EI'l~Vl~'l~::;UU'i'i1~'i'i'WLYIV'I~ijFl'l1l-J~1AnJ'i'i.,j1~U'WLFl1'il'lfl'ill-J~'l Ll7l'ilfUl-i'li1tJ1'WiI'EI'lFl'Ell-J~'lLl7l'Elf
'iJ'IJ ~'IJ

mn'l Vl1'E1i1'il'lFl'ill-J~'lLl7l'ilf~.,jij'i'i1l1'1"1LL'lVl:fi'Ell-J~LVlm::;~l-JL'1l'W~::;uu~1~'EI'llyjyh LLfl::;~::;uuufu'EI1mV'l dJ"w~"w

10. ~~LL~~::;UU~'EI'lFl'lU'1l-J~umruFl'Ell-J~'lLl7l'ElfLL~::;~umru~'EI~1 nFl~'EI"W~lVltJn1V1"WL'lml7l~m~LL~::;~'ElUDu"i\~

LVll-J1::;~l-JL~'ElUniJ'EI'I~1~~"WLYlV'l91nm'l::;Fl'l1l-JL~tJ'I6"WLd'El.,jl-J191nm~lil~umruLVI~1,f"W

11. ~L'ILL'i'l~::;UU~'EI'In1V1"WL'I~VI~LL~:::1illJ1il.,j1"W'ElUmruFl'Ell-J~'lLl7l'ElfLL~::;'ElUmru~'EI~1nFl~'EI"W~~'EI'IYi1rn :i'~"WtJ"W
'IJ'iJ 'iJ 'I 'I
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LL'U'Jtlijmlm'itJ~VI1'i~ t9lmsmst -ll1ti~~tJtJ~I'i~ 'ULVIf'I

1. ~!?1LL't'Id':::tJU~tl'H'h~'Ui?l md''t'I'lYl:::LtiU'UUfIfllmLLfl:::U~ 1?l1~JJ'lltl":!:I.J~I';)Y1miu LLfl:::nl~'U!?11iH'j.ff'Ul11tl'WtJnu~
'iJ'iJ 'I dJ

mh:lLU'WYI1..:!mn ~tll iH:J~Yl~liil'l ll'Wmd' llD..:!I'UI?l1:I.Jf1'".l1:I.J91LU'Wd''J:l.Ji'l.ff'Wl?ltl'WtJ{jU~~1~fumd'um~n~Yl~n1 d'H
..:!1'WL'll'Wmd'flltltln ~1tlmd'LtJ~U'W~1 LLVI'I..i,NI'WlllUl'Ww!',!'JU'lI'Wc;l..:!l'ItlltJt1

1.1 md'fl..:!Yl:::LtiU'WL~tlfu~Yl~md'H..:!I'Wd':::UULfl1tl'1ilmLfl:::d':::UU~Id'~'WLYlf'l'lltl..:!:I.JVlI';)Ylmiu

1.1.1 nnnU~1?l9:::1MU~'Eluru~LLfl:::d',r~~llD..:!I'Wlllul'W 11'W ~i":!9Imlml'W[i]'JLLfl:::-nld':::C1'W. ~ ..
. -""II '" ,...
Lsuu d''EltlLLfl'J

1.1.2 nnnUflfllm9:::1Mu~'ElUru~lLfl:::d',r~~1lD..:!I'WlllUl'W 1 1'WVli'l91nntl..:!md'L~IVliJl~9i?ly]1, ~ ..

1.2 msun L~n~Yl~md' lil..:!I'Wd':::UULfl1!l'1ilUlLfl:::d':::UU~Id'~'WLYlf'l'll'El..:!:l.JVlI';)Yll'J1iU

1.2.1 nJCi1U~I?l":::nn.EJm~n~Yl~md'lil~'Eluru~LLfl:::d',r~mil'lI'WllltJl'W 7tJ'W Vli..:!91nmrif'WYl:::LtiUW.. ~ ..

tJd':::~nl'l (application) 9i?lVl:l.J1U:Sl~nY1J'ElUmf(e-mail) d':::U1Jlfl1'El'1iltlTI-~It1(Wireless LAN) d':::UUtl'WL'Yl'El~Li11?l

(Internet) lU'W~'Wli?ltI~'El'l1~ ~Yl~l'il'l'n:::md'tJ{ju~..:!I'W 1'W'WWI~llfl:::~'El..:!1~ fu mil..! Lii'W'Jl!lU91n ~u1V1ld''1l!l'l~'I..i'JU..:!1'W

lU'Wflltlin'l1'ruTi'n1j-d' d'(Jl.Ji'l~!l":)YlUYl'J'W~Yl~;,:m~hJ!lUI,,:)U!ltltlfl::: 1 f1f..:)

3. ~i?lllfld':::UU~'El..:)u1~1d'9(;lmd'~Yl~md'llD":)I'Wc;l'll'l'ElltJt1....

d':::tI:::l'Jfll;'lmhm1!l~'W"ln~lll~'I..i..:) llfl:::i1md'nl~'W(;l~Y1~~lf'l~Ulfu11Liiln":)d':::;ul(;l1~iJl":) llfl:::

~'El..:)ihVl'Wt9l1ih,rt'l~1il":)I'W(kN91nJ1Xt'lmii":)I'WtJn~.. ..
3.3 nni1i1nld'11~1'l~fu~I":)91n1l1t1'W!ln9:::~!l..:)nlV1'Wi?ld':::tI:::l'Jfllmd'1ii":)I'W'll!l":)~fU91":)1l1t1'W'Elnllfl:::

d':::.rumd'lil'lI'WYi'W'Vil~!l":)I'U;..:)mh'Jlt'l~9i'WVl1'Eli'W~!?1irurul, ~ ~

tlm~nmd'H":)I'W

4. 2 ~":)l..!!lUJ,rt'lj;.h'W-K'Jfld'I'J1~r1U~1iiiu1md'~'JtI';)~md'~tlfl!l i?l.r1t1~~m~tI..:! md'~'l:I.J'ElU1ilr1uU fIf1fl~'W.. '

Vl1!lmd'~":)9i?l~mtl~L~nYld''ElUn~~lJJi1md'lJtl'':)r1'Wl'Wmd'~'1d',rt'lrh'W

4.3 ill:I.JiniI ~llD":)I'Wu'UVinVl1!llnUd',r~ t:.h'Wli5u'Wd':::uu f1tluvh ll11!lfl'WllUU~mmJ!l":) r1'Wmn ~ln'l

4.4 1'Wmrui1 f1'JI:I.J91LU'W~!l":)1iI~Y1~~ LV'!'l1'r1Umii":)I'W~i1~Y1~~":)~i?lmijj":)I'UJ'W9:::~!l'l1~fu fl'Jl:I.JLii'W'll!lU
'iI 'iJ <I 'lJ
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L~'El~iJ'i':;U:;L,)fl1 (?\~nri1,)Vl1'El~iJr.nn~1 LLVI'li~LL~:;l:Jn1'i'n1V1iJ(;)~Ylfi~LPI~~1~fU~1 Lii1 (i~1~liJ'i':; (?\U1(;)

1~ih~ LL~:;~tl~n1V1iJ(;)lih'lf~m~~1iJ~~~(;)(?h~r.nm'lf~m~~1iJI?l1:wtln~
\J 'lI' '11

1?l1:wtl'i':;IJlYl'l1'El~iitl:Wflf'l,)1:W~1Aru'JJtl~ii'El:W~r1'l1:W~u'l1'El~ii'El:W~LLfI:;ih (?\U-riJn1'i'Lii1 (i~'l1'El~ii'El:W~L(;)umnii1 (i.nYiJ
'lJ GI 'lJ 'lI 'll

9:;~'El~Lii1(i~1~L(;)u~~Hlfu'EliJru1I?lLYhJiJ.. ,~

~1U~'1l1m'i'

5.1.2 iitl:W~~1'i'~iJLYlPl~1iJn1'i'U1m'i'tl191'i'tr iJ~1?lLL~:;Uflmm L'liiJ 'i':;UUU1m'i'n1'i'~n~ 'i':;UU.. ,

5.2 ~tl~l:Jm'i'4'~~h(?\UI'l')1:W~1Aru'l1tl~iitll.J~L~mLtJ~tltlmUiJ 3 ft1(?\U~'El~ ~, ,
,... q..",!IV 0 _ ~

5.2.1 'l1tl:W~Yl:W'i':;~Ufl,)1:W~1flru:W1nYl~(;).. ~,

5.2. 2 iitl:w~~l:J'i':;ri'u fl,)1:W~1Arutl1iJn~1~.. ~,
"" ..",........ 0 _ '"

5.2.3 'l1tl:W~Yll.J'i':;~Ufl')1:W~1Flruueu.. ~
5.3 ~tl~l:Jm'i'n1V1iJ~'i':;~U.ffiJ'l1tl~n1'i'Lii1(i~iitl:W~L(;)ul:Jn1'i'~~9-W~Yl~liJm'i'Lii1(i~;Jtl:W~LLc;]~:;'i':;~u.ffiJ.... ..

U~:;~tl~n1V1iJ~'i'1U~tlmilLL~:;~~ ~1iJL~ tl1~1urn 'i'1?l'i',)9seu 111,)au 91~'l1'El~m~ii tl:W~1uUr;l~:;-riJm'i'.. .. ..

0.-

5.3.1 'i':;~UiiJ~1V1fu~u1VI1'i'

5.3.2 'i':;~u.ffiJ~1V1fu~11l.:niJvf')1t1..

. 5.4 ~'El~n1V1iJ~'i':;U:;L'.I~nIumr.;J1n~ lL~:;~~m'i' 1iJn1'i''i':;SUn1'i'H~1iJujtl~iJ'i':;U:;L ,)~1 111~nri1,)

5. 5 tiltl~n1V1iJ~-ntl~YI1..:11iJn1n;J1n..:l;J'El:W~1u LLc;]~:;t1'i':;IJlYl~1l:Jn1'i'L;J1n~;Jtl:W~LLr;I~:;t1'i':;IJlYl1~L(;)UI?lN.. ..
d ", 4:!i I

VI'i''Eln1'i'L'l11tNr.J1iJ'i':;UU~1iJ

5.6 til'El~n1V1iJ(;)1~l:Jn1n;J1'i''If~(encryption) ~LUiJl.J11?l'i'J1iJ~1n~L-niJSSL VPN Vl1tl XML Encryption

LUiJtiliJliJn'i'Cnm'i'fu~~;Jtll;l~~1AClJ~1iJ'i':;uuLfl1mhu~1fi1'i'ru:;

5. 7 ~(;)LL~'i':;UUtil'El..:l4'(;)L1?l1u:wLfl1tl~ijtl~1 ~1iJmnii1'i''If~1 ~nu ~lil~1V1fumnii1'i''If~ii'Ell.J~~ dJiJfl,)1:W~U
'lJ'iI \J 'IJ

5.8 mil~1iJ-W1mnii1'i'if~:W11 ilnuii'El:W~~dJiJfl')1l.J~U L(;)UtlJiU~m:W'i':;L1JUun1'i'fn~ fl')1:W~UYI1~.. .. ~
'i'1'1lm'i' Vi.PI2554

5. 9 til'El~n1V1iJ(;):w1I?l'i'm'i'fn~1fl')1:wJiJfl~t1 ~'El(;).riu'l1'El~ii'Ell;l~1iJnnU-W1Lfl1tl~fl'Ell.J~,)LI?l'Elf'EltlniJ'ElniiJ~

'll'El~VI'li')tN1iJL-niJliJm'i'~~ Lfl1'El~fl'El:W~,)Ll?ltlfltll?l'i',)"l-n'El:Wtiltl..:l~1'i'tl~LLfI:;~uii'El:W~~Lnutltil iJ~'El.. ..

.,
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,
- fh~'1Yi'W'lI'1lm'l

- ~Ylfi1.!d::::ttJ'1l,rLL~::::~rJ~iiim'l

- lh::::rWirl'l'ElUflf')

- lh::::rWim'l~1

- ~ILLWW'l

- ~1,])1~"lUm'l~m:n

- nJciltJ~1il1l1tJ1'W~

iJm.J~U~(i] '1.~LLTi,~
- :ntl-'W1J.JM~,
- rlru:::: ~1,])1';j'1l1

-tJm'l~m11

iJtl~~~:'1.U'])tl'lJ.J~I';jYltJl~tJ... ~ ~
- ll~'WYlJ.J~I,)Ylm~tJ

- ~ILlWW'l'lI'W

- ~~'11'WYlI'1';j'1l1m'l

,
- Al~'1~tlUYl1'1';j'l!'tJ

- YllmYlihmil"l(i]nYl'fl~

...
- ~~mn'ltJ'W

- ~~n~I'Wm'lr.lltJ~'W

LL 'W'Jtlijilli m'ifl'J1J ~ ~m':iL -H1{j.:l~1J1Jtlij~m':i

1. ~H-\lI'W~tl'lnl~'W!'I~tl~1il (username) ll~::::'ltr~eJl'W (password) 1'WmniJI1il-\lI'W'l::::UUU!Ju~m'l,])'El-\l

.:!i .::0. 6' I

LrI'l'El'lfl'ElJ.Ji"l,)l(i]tl'l'])tl-\l~'W')tI-\lI'W

2. ~Hu1m'l~tl'lhltl'Wrul(i]1~~~'WH~tlmilll~:::: 'ltr~eJl'W'])tl'l(i]'Wl~tlm'lliJ1H-\lI'WLrli'fNrltlJ.JYl,)L(i]tlf'])tl'l
'lI 'I Q.oI \J 'lI

~'Il'ltl-\lI'W1'lJ.Jn'W

3. ~1il1J1m'l~tl'ltk-\lfilm'l~n"l'1)Jlli"l l~'f)'vhm'l~tlfl~iJl"ltl1l1i"lL~tlhljJm'lH'Il'W ~~-\l"llmr'Wl~'ElMtl-\lm~

H'Il'WmilMtl'l1~rtr~eJl'W'])tl-\l~liJl H'Il'W~ ~

4. ~HMtl'lYilmrtltln"llm::::1J1JiJ!J1J~m~ (logout) 'Vlnrl¥'1vi'W'vh~tlL~n11il'lI'W

~~1J~IPl'li'fl1J: c:Jlm::::1J1JrlilJ.JYl'lL(i]'ElfLL~::::Lfl1tl·lhtJc:Jlm::::1J1J~lr~'WlYlPI ll~::::c:JltJU!J1J~mnl~::::1J1m'l

~1'l!'nfltlJ.JYl'l L(i]'Elf

LL 'W'Jtlij~m':ifl'J'IJ f,J~m':iL -H, {j.:l~1J1J Lfl~'fl'Jh a1~1l1a

1. ~"JLL~r::::U1JMtl'lfl'JUflJ.J~t1!t1!lru'])tl'l'1liJnnUm::::"lltJ~'1J'1Jlru (access point) 1~tl~1'W~'W~H-\lI'W'l::::1J1J

Lfl1'El"1l1tJ'1.~~ltJ,])'El'l:W~I';jYlm~tJt~tJ 1~jJm'l*,) 1~~iJtltl~~~

2. l:J~ll~'l::::1J1J!il'fl'lYilmniJ~tJ'WfilLtl~Ltl~1'fli11 (SSID ~1tl Service Set Identifier) (i]1:w~1cii'1nnl~'W~L1J'Wfil~~ ~

~:w!il'W1~(default setting) t~tJ~~~(i] vi'WVl~Ul'1liJnnUnJ::::"lltJ~t1!t1!lruJ.Jl~~tk'l1il'lI'W
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4. nnumJ mrum:;r.n tJirunnru~9 i?l'vl'lhi~'l~'l~TI ~ i?lti'l ~:;uum~!h..ltT'Wm~Y1~"'Ilflii'J!?I'Wn'lniJ'l1 ;J'I'l'W
q Q.I CV 'll

Lfl1'El'li'ltJlI'Jf"!1!?1'l~iJ'113 l~J'W ~i?lLLfl~:;UU"'I:;~'11'1~'lLil'Wm~~i?lti'l1~dJ'WLLUUu1'i?l"~·(bridge) LYhJ'WL~'111~~H'I'l'W
'11'11 'II

~ ..... ov, ..... .::01 ~ cv

tJ'WtJ'W!?I'J!?I'W~l'W~:;UUU'Jf"!~~'11'1~'vl'l'J~tJ'lfltJ

5. ~i?lLLfl~:;UU~'11-.j9i?l1~i:Jm~~t'lti'l h-Jf'J'11fl~ (firewa II) ~:;'vl~'l'l~:';UU Lfl1'11'li'ltJLJ~'ltJn1Jd:';uu Lfl1'11'li'lWl'ltJ'lu
'II'll

'vlU'JtJ'l'l'W

6. ~~ LLfl~:';UU~TN1il<jj'11~[;]l.l.'Jf'vl1'11mft'l LL'Jf!?l~'J"'I~'i)Uf1'J'l~J'Wfl'lUfl'i) t'lIitJ-n'i)'l~:;1J.ULfl1T:l'li'ltJl~~'lm ~'i) rlT:ltJ

~ i?l!?I'l~LL~:.;lI'WYinL'vl(;1m~ruu'l~'litJ 1uszuu Lf11T:l'li'ltJl~~'ltJLL~:';9i?l~'l~'ltJ-.j'l'W~~mj'(;1d'J"~'i)U~n 3 L~'i)'WLL~:';lwnnu, . ,

7. lJt'lLL~j':';UU~T:l'lrl'J1Jrl~t'lLL~milUf'lFl~ 'vl1T:lv!u'JtJ'l'l'WmtJ'WT:ln~iJl~fum..lru'l!?lLih1ilu1mj'j':,;u1JLfI~'htJ
'U'U .. '\I .oJ .......

l~~'ltJ-nT:l'l~'vl'l::l~m«tJ L~'i) ~'l'WL~'l~d:.;uu:a'Wm'l L-W!?l(Intranet) LL~:';~'l'W~'i)~~mtJ 1'W~'i)'l~'vl'l~~m«tJ" .... "

LL'U'Junoo 'Un1';j'~j;J&.:J'l4-:jj;J-iiLL'~::e1ti

1. mn~'i)~cri'i)'i)umru~~'jj[;] (switch) 'vl1'i)f1U (hub) 'vl1'El'ElumruL~'i)~cri'El~'W1t'1~":';-W'l~'lyJ'J'lcriT:lnud:';uu, '

2. mn~h..l~'ltJtJVi~ (UTP) 'vl1'El~'lLil'Wm~~t'lti'ltJYi~ u'W'Elumru~::l'jj[;] 'vl1'Elf1U1'W~LL~fl~(?JLL~Lt'ltlihwn
'U 'lJ q 'lJ '\J.,

fl'Elj.JY1'JL!?I'i)f9:;~'El'l LL~'l~TWn flT:lj.J'W'JL!?I'i)fri'i)'U'Vlnflf'l

3. 'vlj.J'lm~~ l'i)~~~t'I ti'lu'WT:lumru~::l!?li 9:';~'i)'lLU'W'vl~'ltJL~~~ri'l'vl'Wi?l1~Lt'ltJ~TWnFl'i)j.J'W'JL!?IT:lJL'vht!'WiI'l~,
~'lLil'WmdLt'ltlnlMUT:l~!l:!'l(;1

4. 'tlumru~~!?Ii~~i?lti'l9:';~T:l'l~'lj.J'lj'rJ(;1d'J9~'i)u~,h'WLudL!?Ifl'ElmT:l~L~'WL~j.J~ (SNMP) L~'El~'l,rnFl'i)~'W'JL!il'Elf

~'lj.J'lj'rJ!?Ij''J9~T:lumj'j'i'l'l'l'W~T:l-.jT:lumruJ'Wl~,

u 'W'Junllil n1'afl'J'lJ f:J ~n1'ab aU1t1.:J7::'lJ'lJbfl~'fl"lhtJ bb~::bfl1-'fl.:Jfl'fl ~~'J bj;J'fl~bbaj,h tJ

1. 1ii~'l,rn fl'i)j.JY1'JL(;1'i)fri'l'vl'Wi?lj.J'l!?ldmdfl'JU fl~mn ~'l-'El'Eln ii'El'lf1'JUflj.JLrliT:l'lFl'Elj.JY1'JL(;1T:lfLLJ.1'li'ltJ, ,

'vlthtJ'I'l'W ~'El'll~fU'El~!l:!'l (;191n~ih'W'JtJ m~~'l,rn A'El~'W'JL!?I'i)fLLrl:';~'i)'1UDU~!?I'lj.J'WLtJ1J'ltJd'mh'l Lfl~'lflfi?l

3. mj'~'El1;J'l'l'Wi'W~Lfli'El'l1iiu1mdL~U (web server) LLrl:';~'ElL(?JL~'WtJ'EltJ(sub domain name) ~'vlU'JtJ'l'l'W

fu ~ i?l'll'ElU'EltJ 9:; ~'El'll1'l'vl,r'l~'El~'i)'El'Wru'l!?lcri'EllJ~'l'W'JtJmj'~'l,rn mmvh L!?I'ElfLLrl:';9:.;~tl'lhlrl'l LUnLm~~ LU'W'El'W!?Ij''ltJ
'lJ 'I cv '1.1
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4. ~1~~1"ln~:;Yhn1nfl~'el'wthtJ ~"Wf'lL~~L~~ ~1'e)'vhn1~1~ 1 (i"j'1l'1ltlmru~'J'l.m~1'1 ~'11~LLfl '1ltlmruf~

L~'WYl1'l(router) '1ltlmru~1!?l'n '1ltlmru~L~'1l~(i"j'1l11m:;uuLfl1'1l'li1tJ~l:in 1~tJm~fU'1l'4CJ.!1lil91n~VJLL~~:;UU

5. lJ~ LL~~:;UU9:;~'1l'lfl'JU fl~mn ~1n'l~:;UU Lfl1'1l'li1tJL~'1l1~n1~U1~1~f ~mn:;uu Lfl1'1l'li1tJLlJ'W1tl'1ltl1'1iJ"" ,
th:;~Yl~m'V'l vI'I(i"j'1l1tlC

5.1 j"'j1fin1~41n~~Yl~m~1~'11'WL~'1lfl'Jul'l~m~u1m~1~~1m~rll~'11'WL'U'V'l1:;~:;uuLfl1'1l'li1tJ~1~fu. ..

5.2 j"'j1fin1~41n~L~'WYl1'1n1n~1ti'l~:;uuLfl1'1l'll1tJ~j"'jn1~1~'11'W~'J~n'W

5.3 ih~'W~ 1~j"'j1fi L~'1l~1n~m~ 1~ L~'WYl1'1U'WLfl1'1l'll1tJ91n LI'l1'1l'lI'l'1l)_JvhL[;I'1lfltl~'1 LI'l1'1l'lI'l'1l)_J~'JL[;I'1lf

LL:w'li1tJL~'1l1:wl~~1~u1m~~1)_J1~nHL~'WYl1'1~'W 11~

5. 4 ~:;UU Lfl1'1l'll1mf'l~)_JVl'll'1l'lWl<btJ'I1'W~rJn1~L~fl)_J(i"j'1l1tl~'1~:;UU Lfl1'1l'll1u~'W1l1tJ'Wtin~l.b tJ'I1'W

~'1l'lL~'1l)_J(i"jfl~1'W'1ltlmnm'1l'ln'Wm ~Unm~'1~fl'l~1)_J1~rl [;I~'J9fu ltl~LLn~)_Jtl~:;~'1M1tJ Hi. , .
"5.5 ~:;UULfl1'1l'll1tJ~'1l'l~Vlvl'l~:;UU[;l~'J"'lfum~umn (Intrusion Prevention System/Intrusion Detection..

System) L~'1l[;l~'J"'l~'1lum~1~'11'W'lI'1l'll.lflf'l~~'1l1"'lL~11~.,:n'W~:;uULf'l1'fl'll1tJl'Win:t;-ru:;~~Vltln~

5.6 m~L~1~~:;uuLfl1fl'll1tJ1l1tJl'WmJ'JtJ'I1'W L~fl~1'W'1l'1ln~t)'WLYl'1lfL'l1[;1~'1l'lYi1n1~u'W'Vim~1(Login)

lVltJ~:;U~'1llJ1~ LL~:;~~ ~1'WlVl tJ1ilu'J f'l11'1l~'lI '1l'lm~u1n1 ~L~fll ~~'W~'W~1'W~:;UU~~"-W~'J [;I'W'lI'fl'l
<II '1J '\l 'IJ

5. 7 'l.m1t.IL~'ll1'1l~ (IP Address) 1l1tJl'W'lI'1l'l~:;uULf'l1'1l'll1tJ1l1tJl'W'lI'1l'l~'\J'JtJ'I1'W41LiJ'W~'1l'lrJm~1J'1l'ln'W;1

1~~'\J'JtJ'I1'W1l1tJ'W'1ln~ L~'fl)_J(i"j'fl~1)_J1~n)_J'1l'lL~'W1~

5.8 fVlYi1LL~'Wcr'l~:;UULfl1'1l"lhtJ(network diagram) lVlm:;l.l~1tJ~:;Lflt.J~L~t.J'JnU'llflUL'lI[;I'lI'1l'l~:;UU

Lfl1fl'lh Wl1tJ 1'WLL~:;Lfl1'1l'll1t.J111tJ'Wfln ~~1 )_J1~t1J:;UU'W~:;uuLf'l1fl'll1tJLL~:;Hm~~:;u'1l1.Jn nwu'W. "

5.9 m~1~Lflifl'li:J'fl(i"j1'11 L~'flm~[;I~'J"~'flU~:;uuLfl1'1l'll1t.J~'1l'l1~fun1~'fl'W)_J~"l1nlJ~LL~~:;uu LL~:;41n~, ....
m~1~'11'WL'U'V'l1:;LYh~~1LiJ'W

6. lJ!?iLL~~:;UU~'fl'l~LL~fu~w]j'1lm:;uUfl'fl)_J~'JL[;I'flfLfl1'fl'lLL:w'Ji1tJ l!?itJfl'Jufl)_Jl'W~'fl'l~'flih~'WVll'WmnLfib
'!I'lJ 'U q

~1'1lLtl~tJ'WLLtl~'1rh(i"j1'11'lI'fl'l'1l'1l~!ilLL'Jf~:;uu (Systems Software)

7. l~"hwnfl'fl)_J~'JL[;I'1lf n1~'W~)_J1[;1m1~fl'JUfl)_Jn1~f~LnU~'1l)_J~"l~1"'l~Yl1'1fl'1l)_J~'JL[;I'flf(Log) L~'1l1M'fl)_J~," ...
"ln9~Yl1'1fl'1l)_J~'JL[;I'1lfj'jMu,i'J'W nn~'1l'l L~'1l1~~1)_J1~t1J:;un'lvi'Juf'lfl~ 1~ [;I1)_JLL'W'JYl1'1vI'I(i"j'fl1tlC" , ,

7.1 f~LnU~'fll;l~"'l~1"l~Yl1'1fl'fl)_J~'JL[;I'1lf (Log) 1~1'W~'1lLnu~'1ll;l~~~1)_J1~nfn:t;-1f'l'J1)_Jmu,i'J'WQn~'1l'l

LLYl"l1'1LL~:;~:;U~'JUfl fl~~ L~1ti'l~'fl vI'Imh'J 1~ LL~:;~'1l~~~1~1 'Wn1~f!?iLnu ~'fl'ln1~'W!?i.ff'Wfl'J1~iu 1'W, , "
mnihn'l~'fl)_J~ lJ!?iLL~j':;uum~fu'fl'Wru1lill'WmnLnb~'fl~~~Lnufn:t;-11i) t.JnLi)'WlJ[;I~'J"l~'1lm:;uu

'\l 'U 'U , Q.I 'lI 'lI
o

~1j'~'WLYlP!'lI'1l'l~'\J'JtJ'I1'W(Internal IT Auditor) ~1'1lUflfl~Yl~'\J'JtJ'I1'W)_J'1lU~mtJ,

7.2 n1~'W~1~j"'jm~u'WVinm~Yi1'11'W'll'1l'l~:;uUn1~tlBU~'11'W'lI'fN ~1~'11'W(application logs) LL~:;u'WVin

~1tJ~:;Lflt.J!?i'll'fl'l~:;uu1J'1l'ln'Wmj'unm L'll'kl -U'klVinmn~1-'1l'1lm:;uu u'klVinm~'V'lt.J1t.J1)_JL~1~~:;UU, , "
u'WVinm~1~'11'WFhi'l (command line) LL~:;u'klVin1yjf'J'1l~-A"(firewall log) LiJ'W~'klL~'1ltl~:;ltJ']j'kl1'W

mj'H[;I~'J9~'1lULL~:;~'1l'lLnuu'klVinvl'lmh'J1i)'1ltl1'1iJ!ltJ 90 t)'kl ,ruvf'lLLc;lm~Hu1n1~i'W~~~'1.
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7. 3 1il5',)"'l~'flUu'W'I1nn15'l.l!iU~'Il'W'lJ'fl'l ~1~'Il'W5':::uU'flth'l~~l L~J-J'fl

7. 4 ~'fl'l~~fim5'1J'El'l rfum 5'LLnt'lJLl.l~tJ'Wul.l~'Iu'W'I1nt?il'11 LL~:::91n !?I~v(fin15'LihD'IU'W'I1nL'!t1~lJ'W1~ L't;l'Vn:::
'"'.,.,..0:01 !,.r l.:v

1iflfl~Y1mm'lJ'El'l LY11'W'W

8. l~~l'wn Pl'flJ-J'W,)LIil'flfrll'!t1'WIflJ-Jllil5'n15'f1')Uf1J-Jn15'1~'Il'W5':::UUlfl1'll'liltJ U~:::lfli'El'lf1'flJ-J'W,)llil'llfmJ'liltJ L~'ll,
"Jll~fmj'lf1')lJ-Jl.l~'fl lfl.rltJ'lJ'fl'l'j':::UU91nrnuusn IillJ-JLL'W,)Y11'1vi'lt?i'll11.ltl

8.1 1ifIPl~91 nmj,) tJ'I1 'W1l1tJ'W'fln~~!l'l m'j'fqY1~l'Wmn ~11~'Il'W'j':::UUlPl1!l'liltJ u~:::lPli!l'l Pl!lJ-J'W,)ltil!lf

8.2 ~"Jusszuu Pl,)UF)J-J'll!l'lY11'1'V'1!lflil(port) ~1~1 umn ~l~'j':::uU!lth'lflfln.J-J ~!l'lhJ ltli?l'rl!l'lY11'1~lil-i'l11

llfltJhJ91lU'W ll~:::'ll!l'lY11'1vi'ln~l,)"'l:::~!l'l tilIflmn~'llJ-JIii'flllfltJ'iitilL'WJ.J~l~fl hi1~l ~'Il'W lLih LL~:::9:::L1JIfl

1mil1~Iii!ll~!l~n15'~!l'l'll!l~~lLU'W Lvh,r'W

8.3 '%n1'j'11fl1 ~~lJ.Jl'j'm;h~ii!ll;lft ~1!l'j'::;UU~!ll;l~1~91m:::tJ:::1nft~!l-11~fu!l1ibJJ11il91n~ill'W,)tJn1'j'

~llJn Pl!lJ.J'W,)Ltil!lfri'll'W

8.4 n1'j'L~lfh:::uU91m:::tJ:::1nft ~116'11'W~'fl'lll~Ifl-1~infjl'W 'j':::Ul'!t1lilr.Jft'!t11!lPl')1J.J~lLU'Wl'Wn1'j',~hl\l'W'Il'W
'LI 'IJ ~" 'I

..... I l.d

nU'!t1'W,)tJ-11'W'lltJ'NL'V'ItJ-1'V'1'll

8.5 rnn ~11il-11'W'j':::UU~!l-1c.Jl'Wmm~9util') til'WLlfltJ116u')f'11-1'fl~'ll'fl-1J.J'!t11~Y1mitJ~
8.6 m5'L~1~'j':::U1J~tl'l~n1'j'116J.J1Ul'j'n15'fmj'lPl,)1J.J1.l~!lIfl.rltJ~L~J.J"'W91nJ.Jltil5'fjl'Wn15'Liil~'j':::UUll1tJl'W~ ~ ~

L'll'Wn1'j'1il~Yh~'W l!l~l'fl~LL'llft LU'W~'W

8. 7 ~IflLL~'j'::;UU"'l:::~!l-1rll'!t1'WIfl'll'll-1Y11'1~1ill'Wn1n;h~5':::uu Llft:::9:::~'El-1til'j")9~!lUlLft:::~lflmJ.Jm5'1il-11'W
"" "
LU'Wl.l'j':::~l!ltil-1{Jtlm~!l'Wft::;1 I'lf-1

9. ~lflll~5'::;UU~!l-1rll'!t1'Wi?l'%n1'j'l.lntJ1fl'!t1J.JltJlft'll1'fl~'ll!l'l'j':::UU-11'W111tJ1'WLPl1!l'liltJ'lltl-1m,i':Jml'W l~!l1J!l'ln'W
""

~lDl'j'ru::: (public IPAddress) LLft:::'!t1J.Jlmft'll1!l~ll1tJ1'W (private IPAddress) L~tlu.tJnLI'l1!l'liltJti!ltJ u.ft::;l~~n1'j'

9IflYiln1nLl.l~-1'!t1J.Jlm~'lllI'l1!l'liltJ (NAT (Network Address Translation)

~~'IJ~I?I"ll'f)'IJ: c:Jlm:::UUI'lTlJ.J'W,)ltil!lfLlft:::LI'l1tl'liltJ~llJnl'l!lJ-J'W,) lUl'flf.,

.1"'..... !V~.I"'" ~1·....~!V'"LL 'U'lull'IJl?ln1'ifll'l'lJfPJn1'iL"lI1tW~un-:Jtu b'U"lIru:::'V1 J-J:lJE L"ll'lJ'in1'i

1~~llJnl'lm-l'W,)ltil!lfrll'!t1'Ui?lJ-Jltil'j'nl'j'f1')1JflJ-Jnln~ln-1'ill.lmru1'W'llru:::~1~~m~u1n1'j' l~!llJ'il-1n'W1~1~~hJj:J
, 'I 'LI 'IJ

116'11'WLl'li'fl-1l'l'Em'W')lUlflf

3. m~u1m'j'~'ll'l~!lI'l'fll.lnmr~~lArul~'flhiUnii'l1'W '!t11'fl1.l~'fltJ-i'l1~L(i1tJ1~~i?lll~
'IJ 'I 0.1 'it
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5. 'i.l'i.lnr.nm':;lJlJ~l'l'~'WLYI p\vl'WYl~L~;"li'Wm'l' 1il'l1'W Vl1'i.l~'i.l'lrl"nVI1:l19'i.l1~dJ'WL')j;'11'Wl'W1

6. 'l':;lJlJ~1'l'~'WLYlP\9:;~'i.l'll1n1'l'nlV1'Wlilfhm'l'!ilIiln1'l'11l'l1'W'l':;lJlJ (idle timeout) ImJ1'W 20 'W1YlVl5'191n~1j.Jl1

nl'l'11l'l1'W

~iutJlPI'lI'flu: ~1tJ'j':;lJlJfl'i.l~Yl,)LI?I'i.lfUj;'1:;Lfl1'i.l'lhtl ~ltJ'j':;lJlJ~l'l'~'WLYlP\ ~1t1ulJlJ1im'l'uj;'1:;lJ1nl'l'

~hrnfl'i.l~Yl,)LI?I'i.lf

LL'U'Jtlnmi m'ifl'lU f:J 3Jm'ii. .jf~'U'VIi'VUJ~1'i~'UL'VIf'I

1. lJIilLLj;'1'l':;lJlJLLj;'1:::lJ11l'l1'W"l:::~!l'l!l'i.ln"l1n'i':;lJlJ(logout) Y1nfl¥'1L~!lL~nm'l'116'11'W
"lJ"lJ "lJ "

1~~t~:::VI~'1L~n'l1'W

4. L'i.ln~l'l'~ LU'Wfl,)1~5lJYl1'1'l'1'llm'l'9:::~!l'l Ln1J'f.lfl1'Ui'W-nn~~1~1'l'Cl~'i.lfl1~~

, ".::!rI ~ Q" r cv 1.dI ~ r !/ .::of 0 .::::!J ~ fl'cv "'='II
7 . L~!l~m 'l'Yi~"r'IL'Cln~ 1'l'fl,)1 ~~lJYI1'1'l'l'llm'l'!l!ln !:Jl'UYI1'1Lfl'l'!l'lYi~Yi9:::1?1'Cl'l'l'lJ'W1'i.l!ln91 n Lfl'l'!l'l"r'l~"r'IYI'WYI

8. L~!ll~¥lJ L'Cln~1 'l'Fl':l1~~lJYll'1 'l'1'lln1'l'c.J1'WLfli!l'lt Y1'l'~1'l'9:::~'i.l'l11J'Wl!l!ln91 n Lfli!l'l t Y1'l'~l'l'vl'WVi

9. n'l'rn~l1m'l'LLYI'I~1V11l1t1!ltlnmrfl!ll-JYl,)LI?I!lf Vl1tl !lUmrur.rIilLn1J']!ll-Jj;'1~l1~tl~j;'1~LU'Wfl')1~5lJYll'1'l'1'llm'l'
" q "lJ 'U

tU'i'LLn'l'l-JSecure Erase

lU'W~'W~----~~~~----~--~~~~~~~~--~------~------~----~--~

o ..c:::I,... ..., i,I

Y11nl'l'~tI'W~tl~j;'1Y1lJ~tl~j;'1~ ~
Li~il-Jllj;'1:::~'i.l'll~¥lJtl'Wrull?1

I "," ...,

1/""''''''''''''' -. I cv91n!:JYI~~Y1fiLY11'W'W
"

i1!l1'Wnl'l'

vllj;'11t1~1'1~'Cl~j;'1L-rl'W~

L~~ LLj;'1:::~tl'l1~¥lJ'i.l'4'l:!11?1

"llnlJ~l1~Y1~LyjlJ'W
"

tU'i'LLn'i'l-JSecure Erase

LLj;'1:;ii'Ell-Jflnl'l'11i'll'W
"

i'l'l-UJIilLLfl:;1L'l!l?IfhhJtJ'I

rh~~~'W~'i.l'i.ln91n L'l''1'11'W
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..
i'l..Wl'i)'Wm5'~llih!'111J 'Yilm5'1L'llrlrhl1J~'1rll

~jJ~1J~'El'Elmln IN'Il1J

......... 0 ...... '" I
r:;IilU¥1 1 t'l1'1-lru~11lu.ftr:;uU1J'fl~\l'U')tJ~1l.1..
r:;c;iu~ 2 Uft:; r:;l1lu~ 3 ~1'1-lrUlJlilu.ftr:;UU1J'fl~l-Jm1Y1m~tJL'JIl.I~11!nf'l'fll-JYi,)LIi1'flf'I-lr'fl \lU')tJ~1l.1~l1lLLft.. "

~~'IJ~f?I"lI'fl'IJ: iJlt15':;UUrl'EljJYi'JLrl'ElhZ'l:::LA1'El';1~ iJlm:::UU~l5'~1JLYlPl c.hmJDu~m5'LLZ'l:::u1n15'

~lUnrlt)jJYi'JLrl'Elf

~'1~ljJl5'rJih'j,11J(;lLrl1'El'lhm~~'El1J (VLAN) 1~

2. m5'4'(;lLLU'ILrl1'El';1~lJ1il'l11Jm~11J1~'Yiln15'4'(;lLLU'IrlljJ1l15'n"'l LLft:::'j,1iJl~l(;l~~ln(;ln15'L;hti'l;]ljJ~'J1J'Il1J
"

3. m 5'1il'l11JU1JLrl1'El';1~'j,1«n~'El'liJ mnLU'I LL~ni1J~'j,11'El1'll1Jn15''Yil'111JrlljJA'JljJL ~lJ1:::~jJ l(;l~'Elth'liJ'El~ 1~

L1J1J~'J1J1trl'lif

3.1 1'll1JlJ1i1'111J (Intranet)
"

3.2 1'llWrl1fl"lh~1j-~1~ (Wireless)

3.3 l'll1JL'~l'j,1iJl~(;lLLft5':::UU (Administrator)
"

3.4 1'll1JLrli'El'lrlfljJYi'JLrlflfLLJ.hh~1~u1n15'~lfil5'ru::: (Public Server)

3.5 l'll1JLrli'El'lrl'EljJYi'JLj;]flfLl.J.1'lh~hJ5'Lm5'jJ1.h:::f.!n~Lllvn:::'111J (Application Server)

3.6 1'll1JLrlifl'lrlfljJw'JLrlflfmJ"lh~1~u1n15'Lll'r'n:::1l1tJl1Jn5'jJ LvhJ1J (Internal Server)

3. 7 1'll1Jlrl1fl';1~~'J1J"lImm'El'ljJ'j,11~YltJ1«~

4. l'll1JlJH'Il1JiJ~Ylfil1Jn15'L illH'Il1JU1J5':::UU LA1fl';1~ trl'lif
"

4. 1 ~ljJl5'n 1il'll1Jfl1JL YlflfLiJrl~ LlJ1J1.h:::l~"l1'11[;]fljJm~Ylm«mYhJ1J

4. 2 ~ljJl5'n L~l1il'll1JU1J5':::UU~l5'~1JLYl PlJll~ l1Jl~l(;l~ lJ.1iJn15'~ln (;l~l1JL'Jftl

4.3 ~llJ15'nH'Il1Jfl1JLYl'ElfLiJrll~vi'flL~fliJn15' login 1(;l~lilu'JPl11fl~L'l'h,f1J

5. 1'll1JLrl1'fl';1~W~1~ iJ~Ylfi11Jmn~lH'Il1JU1Jj':::UULA1'fl';lWi)'1if (1~i:imJDu~ L~fljJm~Vlm«~iJ5':::uu

trl'lmh'JLL~'J)

5.1 ~ljJlj'n H'Il1J:ti'WLYl'ElfLiJrl~LiJ1J1.h:::l~'ll'l1[;]'fljJ~l~Vlm«mYhJ1J

5.2 ~ljJlnl H'Il1J:ti'WLYl'flfLiJrll~vi'flL~'EliJmj' login L(;ltJHU'JPl11'fl~L'Vh,f1J
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L~11 ~~I1.lU1.lJ:;U1JLfl1'El'lh817l~d'

6.1 hj~I~IJm;'El~!'J'El1tlrJ~m81.l'Eln 1'1l1.l'lJ'El~I?l1.lL'El~L11.lLL!'Ji'JmJ'lJ'El'El1.lCU11?lLlI1.lnnuvhPlli ~~9:;~'El~lMU,~
fl'Jl~L~1.l'1l'ElU91n~hrnfl'El~.ybLI?l'ElfLlI1.l~18~nliru'ElnliJ

7. l'1l1.lLF.il",ib~ (rlU~J:;uui'J~vi~11.lmJL ~11~~I1.lU1.lJ:;UU Lfl1'El'1i1817l~d'~

8. 1'1l1.lLfli'El~fl'Em'vb LI?l'ElfLlJJ'1i18l(rl8~'El~i'JmJnl"'1.l(rlJ:;I7lU fl'Jl~~1 A'1! LL~:;fl'Jl~ ~'El~mJL~'El91ll1.ln lfli'El'lllJJ

'1i18hJrJ'I ~1 Lm1l~~ L",m:;Z1~ lJJ~19:;dJ1.ln~~'lJ'El'llfli'El'l LlJJ'1iltJ~1~u1mJ~lfilJn.J:; J:;uu hJJlLnJ~lJJ:;tJn ~ LL~:;, ,
Lfli'El'lLlJJ'1iltJ~1~u1mJL1l~I:::mtJ11.llvllJ1.l

8.1 ~1~IJm;'El~!'J'El91nl'1l1.l!'Jl'11'lJ'El'l~"'1f)Y1m~tJ~1~nl"'1.l(rll1l~'Ell~I~11~u1mJU1.lLfli'El'lfl'El~~'Jll?l'Elf

UJJ'1i18

8. 2 Lfli'El'lfl'El~~'J LI?l!lfmtJ1.l'Eln lfl1!l'1iltJ9:::~!l'llJJ~lmJrl1ii (rl!'J!lL~1~lrJ'I LAi'El'l LlJJ'1iltJ~!lu11.ln~~ L~'fl'1/ ,

1~u1mJmtJ11.lLvllJ1.l

8. 3 Lfli'El'lfl!l~~'J LI?l'ElfLLJJ'1iltJ1JJ~I~IJrlr5-tJn!l'flnhJrJ'I'S1.lLYI'flfLiil?ll~L11.lLL!'Ji'Jl"'1?l91LlI1.l~9:;~!l'l L;'El~!'J'fl

L'll1.lmJl~~I1.l~l'il1.lL!lZ1 (DNS) 'lJ!l~Lfli'f)'1I'1'il~~'Jll?l'ElfLLJJ'1iltJmJl.Jful.J1'1~'f)'11'Jf~ Ltl1.l~1.l

9. ~1-wn fl'f)~~'J LI?l'ElfZ11~IJmrnYi'J'I ",1'illJJm.lculI?l1i1i'JmJ 1ii'lI1.llfli'f)'1fl:eJ~~'Jll?l'Elfrm'1iltJ ",1'f) ll'li'El'l,~ ~

u'U'JtJD~m~~~n1~1yJ~'J'fl~a

1. ~1-Wnl'l'El~~'Jll?l'Elfi'Jwwl~11.lmJu1"'IJr.r!?lnlJlL~:;nl"'1.l(rlfhmJ1ojj'lI1.l'JJ'El'l'Ql.Jmrufmnl'l'Jl~l.J~'El(rlrltJ

(firewall) ~'J1.ln~I'1U1.lLfl1'il·lhuu'JPl1'lJ:eJ'I~"'If)Y1m~tJ

2. u1mJ!'Jl~ 1 9:;Qnl.JDl~fji'l"'~(rl tJm11.lll!'Ju1mJ~Y11'1~1-Wnl'l'il~~'JLI?l'ElflU(rl1ilu1mJLvllJ1.l

3. ri'El1.lmJ1ojj~I1.l'S1.lLYI'ElfliiMYlnflf'lmojj'lI1.l9:;~'il'lYilmJi&'Eln~1.ll(rltJ1ojju'JP\11'El~, ~

4. mJLl.J~81.lLLl.J~'1n1Jnl"'1.l(rlfh!'J1'1 1U1.l'Ql.Jmrufmn fl'Jl~l.J~'f) (rlrltJ9:;~'El'l ~1l-W1.lmJ l(rltJ~~l~fu

~'ElU"'~lmvllJ1.ll(rltJYJnflf'l~i'JmJLl.J~81.llll.J~;N~'El~u1.l'Vin~'Eld;l~ LL~:;~IJ'El~~'Eld;l~fh!'Jl'1 111ri'El1.llZ1~'El

5. mr 1i:iu1mJflu Lfli'El~fl'El~~'JLI?l!lf~n'll1tJ9:::LU (rl~'ElfM~LlI1.lmJ 1-il'l11.li1.l :V11.lll.JJlLm~i'J 1l.JlvllJ1.l mill~ ~

..-
lvl1-W1.l

7. mJn1"'1.l(rlfhmJ1ilu1mJ'lJ'El'lLfli'El~fl'El~~'JLI?l'ElfLLJJ'1i189:;~'El~n1"'1.l(rlfhmJ1ilu1mJ~91LlI1.l!'J'ElmJ

1ilu 1mJI?l1 ~ LLUlJ'\I-J'f)f~'JJ'ElLU(rl1~U1mJLfli'El'l fl'El~Yl'lLI?l'ElfuJJ'1i18 Lv11J1.l

8. L~1.l'Ymn1n;'El~!'J'El J:;UU Lfl1'El'llI89:::~'El~i'JmJfl".lU fl~ L~'El1J'El'lri1.l~'El~~~IJ~1.lLYIp\~i'J fl'Jl~~IACU~~
'I 'IJ QJ'lJ
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9. lWnnnl'1j''J9~U~llfli'i.l-.jfl'i.lj.J~'Jll'1'i.lf~n'lhtl1rl~~~~ifinn~.ml'JH'lI'W~'1lVWl'i.l'WltlUltl 'VfJ'i.li1n1j'1~'l1'W'il'W

9:;ri'i.l1i1LilrlifnJVlll7imfl'J'i.l'lhtJ ~IUn fl'i.l:W~'Jll'1'i.lf'll'i.l~'l'J'W~Yli1'Wmn:::-5'u Vl1'i.lU~'i.lnm'J 1ii'lI'Wlfli1l-.j

fl1lj.J~'Jll'1'i.lfl'm'lhmf'W9'Wn~19:::~lli:l'WmJlln1'l1l~~9i'W~

1O. lJ~ :;d'lrl'WltJUltl ciil'Wfl'Jlj.JU~'i.l rlJltJ'lJ'i.l'l 'J:::UU lfl'J1l'lhmJ'J Pl1'l1'i.l'lj.JVlI';)'Vlm~m:::Cl m:::-5'Un1'J 1ijj-.jl'W~'WYi~ ~

lrltl i'J~1l'lll ~-.j1 i1Ylj'IUl'1'J'lVlUI

~'J'lJfi 4

m7'~ C'lVI1~!?ll'lJ1 bb'iil::UI7'.:J~n'H1r.::'U'l.nI17'~'lJ b'VIf'I•

l'11j.J'WltlU1tl1 'WVlj.J'Jrl~~1 cii'Jtlmj'9 rlVll~ [;d.J'Wlll~:;Ul~-.jfm:n'J:::UU~I'J~'Wlyj PI ~-.jihVl'Wrl~'Wl ~!l1~mj'~ [;d.J'W1

us:;Ul 'J'I'J:::UU~1 'J~'Wl'VlPI~1 j.Jl'Jtl ~ Il i:l'Wm 'J1ciilrltJ~ 1lrl fI~1l'l nu'W luin tJ f1'J1 j.JJi''WfNUf'l'i.lrlJltl llf'l:::L~1l1 i1ln rl f1'J1 j.J,

L~1l1i1 ~!llln uuu ~~[;d.J'W1 'J'Jj.Ji'l ~"Jllm:::U1J 1cii(;1'J:::VIun n-.jfl'Jlj.JJi''Wfl'lUf'lll rlJltJ'lI'i.l'l~I'J~'Wl'Vl PI ll~:::uDu~m.h'l

lfl~-.jflflil

. .'Goo' .0=:1.<::::1 0 (L." 1.>' -=01 V cv dI 1.c:Y ..",. ~ I I

j':::1J1J~1 'J~'WlYlPIVIf'ln'Vlj.Jf1'Jlj.J ~ 1 fInJ (;11l'lj.Jn lj' L'lI1 'JVI~'lIll'lm j'~'i.l ~ 1 'J'J:::VI'J1'1Lfl'Jll'l fl'i.lj.J'Vi'J l(;1llj'llj.J'lI1 tJ ll~:::

Lflill'l flll:W~'J l(;1!lf~n'lhtJ cii'Jtlj.Jl (;1'J~I'W1U¥1J'J'i.l'l (SSL)~ ..

6. ~1l'l~m'J9rlLn1J~1ld~l'lmJl~h1ijj'J:::1JU-.jl'W (log) lrltJi1j'ltJl'l:;L~tJrlrK'lifdJ'Wmh-.julltl l'll'W(1) rJ'W~lll'l:;mn

(2) lJH'lI'W~

7. nlV1'Wrl1i1i1m'J!ilrlmJL;1lj.J17i1l'J:::VI~I-.j'J:::uunu~H'II'W1ciilrltJ'il(;1l'W:w~ (Session Timeout) Vlln~H-.jl'W

mcii~m'Jvhn9mj'j.J1rl1 n1J'j':;1J1JJ'WdJ'Wl'Jl'l1Ln'Wn~110 'W1YiVI'J'i.l(;11j.Jfl'Jlj.JLVlj.JI:;~j.J

8.
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~'J'l.I~ 5

m'ir;il LUum'intJt'lrn'l.lmnU~l'l.1f1'Jl3J iJ'l.I fI~t1~'flvUlt!

1?l1J.J'Wt I:JU11:J1'l.I'm-l'J(?]~tJl ~'JI:Jm ~~1LiJ'l.Im ~nu ~Cl1'l.1mmr~TUm lj.j i'WA'IUfl'f)rl.r1tJ~'1nlV1'W(?];£''WL~'f)1i1~

~:;uumnltJ'Il'WLVllilmmr~L~m~'f)'1nUmlj.ji'WA'lUfl'f)rl.r18 LLfl:;1~L1J'WLAi'f)'1~'f)~'lh81'Wm~1il~'J9~'f)ULLfl:;ufuUN, ,
LLnL'lJ~:;uuli1~u~:;~'Vl~1l1i'lj.jln~'1;£''W j.jVll'5'Vlmi89'1L~{ rlYl1LL'W'JuDu1iL~'f)n1~1il~'J9~'f)U LLfl:;{rlm~LLnb LVifilm~ru

~1'WA'Jlj.ji'Wr1'1Ufl'f)rl.r18L~mh'lLVlj.j1:;~j.j LLfl:;~U~:;~'Vl~1l1i'l

LL'l.I'JtI DiWim'i~vm1'ibLfl1"11 L,..."Jm'irii~1'l.1f1'J13J iJ'l.I fI~t1~'flVlJlt!

1. ~rl LLfl~:;UUt}]'f)'1~lLiJ'Wm~1il~'J9~'f)Um~lojj'l1'W~:;UULA1'f)'lh8trl8nLAi'f)'1~'f) 1'Wm~1il~'J9~'f)ULLfl:;{rlLtlU
""

~'tlJ;Jflm~1i1u1mnr11'f)'Ji18

2. L~'f)nLVllilm~rui'J(?]un~~'1Yl11i1hj~1:l.J1~t11i1u1m~L~Vl1'tlm~lojj'lI'Whj~:::(?]'Jn9:;~'f)'l~1LiJ'WmnL9'11i1~lojj, "
'VlJ1ULLfl:;{rl LtlUfl'l~:;um18'11'WUblJVll LA1'f)'Ji18

3. ~rl LLfl~:;uu9:;~'f)'1d'l~ILiJ'WmnLnburuVl11i1~1:l.J1~t1niu:l.J11ojj'lI'WL~lil1:l.Jun~ 1'Wmru~hj~1:l.J1~tllojj"" ~
'11'WLAlill:l.J'll'J'IL'Jfl1 rl'lmh'J9:::~'f)'1 ~1LiJ'Wm~LL9'1LtI'W~1rluoff'Wrl'lrl'f)Lutl

4. Vli'l"nnH'II'WhM 10 'W1Vi~'f)'1~1LiJ'Wm~U~:;mV'lLL9'1~VI'W1U~:;"jjl~:l.Jr-r'W€'Ji1'JU~:;n1flLA1'f)'Ji1mLfl:;LL9'1

iX'JVlih~18~L~m~'f)'1

'Vl1'1LLnL'lJublJVl1

6. VI~'191nH'I1'WllJl~ 1 r)'W~'f)'1~ILiJ'Wmm~'1~ill'W'J8m~~TWnA'f):l.JYi'JLlilfif L~'f)Yi91~rulLL'W'J'Vl1'1mnLnb
"
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7. j,I~'1r.nnH'rnJhn~ 2 i1J tilTl'lc;)lL\J1JmnL'~'1).Jj,ll~Ylm~m~!l'~"llJrwlLL1J'JYll'1mndlbuCJdj,ll

8. L~TlC;)lL\J1JmnLnbL~~"li1J tilTl'l'l11mJJltJ'Il1JI:.J',m1Jc;)lLD1JmJ11JJ:;UU'l11'Jlh:;mPlLfi~'El·lhtJ LL~:;9!?l'l11

~i'1TlLL1J'JUDu1iLL~:;~fimmnbuCJ.!j,l1

~~'lJCj!?l"J!'fl'lJ: t'.hm:;UUfI'ElU~'JLj;j'ElfLL~:;Lfl1Tl'l11tJ ~hm:;UU~1J~1JLYlPI LL~:;t'.htJuDu1imnL~:;u1mJ

~1tJn f1'im~'J Lj;j'Elf

• d
1lI'J'U'Yl 6

j;j1).J1JLtJU1tJ11Jj,lm(;l~rJl ~'JtJmJU1111JfI'J1).Jr;i'fl Lii'fl'l'll'fl'lmJC;)1 LiJ1J1nrn"l'll'fl'l).Jj,l1~Ylm~tJ ~'1n1j,11J(;l:[1JL~Tl

m~mJc;)1LiJ1J'I11Jj;j1).J1l1Jn"l'll'fl'l).Jj,l1~Ylm~tJ~'El'lLn~mj'~(;li(;lj,l1'flj,l~(;l'l!:;.rn u~:;tJtNn1Jm~mj'uDu1i'l11Jj;j1).J

1l1j'n"l~~1~CJd'll'El'l).Jj,l1~YltJ1~tJ~'El'l1~futJ~nr:;YlU j,l1'ElLn(;lfl'Jl).JL~tJj,l1tJrtJLLNtl1JLii'fl'l"l1nf'l'J1).J~!?li'l~1(;l'JlTl'lj'::;UU

~1r~1JLYlPILL~::;L~'fl1~,r1J 1"l1~rJ1~1).J1j'r1ijj'::;UU A1Jl~11Jj'::;tJ:::L'J~1~ Lj,I).J1:;~).J~j,l1iJYltJ1~tJ~'11~n1j,11J(;lLL1J'JUDu"ilL~'fl

mj'f'l'JUI'l).JfI'J1).JL~tJ'IU~:;tJ'fl'ln1JtJ~m:;Ylu~'fl1"lilr;iTlf'l'J1).J,r1JfI'IUfl'fl(;lJitJ~1U~1j'~ULYlPl j''J~i'l1~~1).J1j'r1n111'W(;l

~fimj'uj':;dl'Wf'l'J1~L~n.:Jl~mhmntil'fl..:! ~'1I:.J~1~r:::uuf'l'J1).JL~tJ..:!1~mh..:!i(;lL"U U~:::~1).J1j'tlf'l'JUfI).Jf'l'J1~L~tJ'Il~'Elth-.:J" '

LL'U'JtI i)lliim'i(;1'i'J"llI'fl1.J U~::t1'a::dhlfl'J13J L~!I.:1

1. j':::Ufl'J1).JL~tJ'ILL~:::Lj,lj;jmj'n1f1'J1~L~tJ'I1~~'ElM~Tl-.:Jj;j1~LLI:.J'Wu1lI1rfl'J1).JL~tJ-.:J'lI'El..:!~lI1iJYltJ1~tJL~'El, ,
j;jj''J''~'ElU LL~:::Uj':::d:J'Ufl'Jl).JL~EmfuIK..:!r;i'EllUif

1. 1 f'l'J1).JL~m~ Ln(;l91nmj'~'ElU L~1Yl1-.:Jj':::UU1JDu1imn~Tl~(;l mfl..:!Lfi1Tl..:!fl'El~Yi'JL(;l'ElfmJ'l11mh'Wj'::;Uu

fl'WLYlTlfL-Wj;j(Internet)

1.2 fl'J1).JL~tJ'I~Ln(;l91nm~in~'ElUL~1L~Tl~LtJ-.:JnUj':::UULfl1'El'l11tJ1S~1tJL(;ltJm~fum~CJ.!1(;l

1.3 fl'J1).JL~tJ'I~Ln~91mf'l1'fl..:!i'1'fl~11JLYlflL'WLfl~~1r~'WLYlPlj,l1m':::UULfl1Tl'l11mn(;lmj''li(;liJ'El..:!j'::;j,lrJ1..:!mj'

1il 'I1'U

1.4 m1~L~tJ'I~Ln~91nmj'fl-.:JU'UVimiJ1 (Login) ~1j'~1JLYlPl~~1~CJ.!t,h'Wj'::;UULfl1Tl'l11~'lI'fl-.:J~1ilu1mrfl'W
..::::i _ l.-:::!l

L(;lmn'Wmnm1j,1U~~V1

1.5 f'l'J1~L~tJ'I~Ln~91nmj'infl'Elu1ih,r~t.h'W'lITl..:!~~'WL(;ltJill~fU'Eluru1(;l" , ~

2. ihwwVliJfimj'11Jmj'Uj':::LilufI'J1).JL~mLL~:::f1'J1).J1'WLLj''1'l1'El..:!tJflm:::YlU~Ln(;l91nWl1).JL~tJ'Ii1J L(;ltJmj'

Uj':;dJUfI'J1).J L~tJ..:!l~ r11i1'1Cl..:!'fl'lrluj':::nTllJ1'W~1'U
, , ,

.Q ~ .."". ..::::i

2.1 fI'J1).Jj''WLLN'11 'fl'l tJ~m:::YllJYl Ln(;l91nfI'J1).JL~tJ..:!Ylj':::lJ, '

2.2 JitJfI nfl1).J1I1'El~..:!~'El19n'El1~ Ln(;lLlI(;lmj'n1~j':::lJj''J).Jn'l f1'J1).JLlJUlul~~9:::Ln (;l:['W, "

3. n1j,11J(;l).J1j;jj'mj'9(ilmJfl'Jl~L~t.J-.:J

3.1 c;)1L\JumJYllJ'Vl'J'WLLI:.J1JLLnl'lIUCJ.!j,l191n~rn1Jn1Jn1fl'J1).J hiLL'W1J'El1JLLfl:::Jit.JYiu1i~'fl199:;Ln(il:[wllJ
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j'::1J1J~1'j'~'WbY1P1 (IT contingency plan)

3. 2 1'l'j',)"'I~'1l1Jllr4::1h:: d1'Wf'1'11j..H~tN ~l'W~lj'~'Wl'VI f1~'1.l1"'1lni?l,r'Wrl1Jd::1J1J~lj'~'Wl 'VIf1Ur4:: 1 fl ¥..:j

3.3 m'j'I'l'j',)"'I~'1l1J Llr4::1h::dJ'Wfl')1~l~tN9::~'1l'l~llij'Wm'j' Li?ltJ~!?lj',)9~'1l1J'j'::1J1J~1j'~'Wl'VI f1 (internal IT

auditor) ",1'1lLi?ltJ~!?lj',)9~'1l1J~1'Wf'1,)1~,r'Wfl'ltJr4'1li?l.rltJ"'IlnmtJ'W'1ln (external IT auditor)

~-r'lJ~~'lI'fl'lJ: ihm::1J1Jfl'1l~Yl,)l!?l'1lfur4::lfl1'1l'lhl:J i.hm::uu~l'j'~'WL'VIP1 ~TWnf'1'1l~Yl,)ll'l'1lf
qJ

Lb'W'Julim;n1~~1~'fl~.n'fl~'a

1. 9'i?li11~1l'W1~'1l~r4llr4::'1l'1l~ vlll ')f111U 175'Li?ltJ9'i?lLj-tJ..:j!?l1J..J~1viu fl'11~r.h lU'W'lJ'1l..:jmj'~1'j''1l..:j~'1ll.j~j'::UU
" "

~1j'~'WL'VIf1'll'1.l'l",tl,)I:J'l1'W91n91lU'Wmn 1tJmu'1ltJ

2. jj,r'W!?l'1l'Wmj'tJ1'lul1mj'9' i?li11~1j''1.l'l~'1.l~~ llr4::mj'M'W~'1l~~'tlrJ1'ltln ~'tl'l i'lj'::1JU'1l'1l~ vlLL')fu~::~'1l~~ 1'WlJ '!.I '\I '!.I 'IJ 'it

j'::UU~1j'~'Wl'VIf1 Li?ltJi'W!?l'1l'WtJDul1LLtJnl'l1m::UU~lj'~'WL'VIP1ul?ir4::j'::UU

3. 9' i?llnU~'1l~~~~l'j''fl'l,f'W 1'W~'1llnU~'1l~~ Li?ll:Jjjn1j'Yl~i'j~'tlu'W~'fl LnuljJ'1l~r4,f'W 1~~1J..Jl'j'tl Ll~t?l'lti'lj'::uu
" " "

u 'W'JtJli'lJ'1in1~9~'rh~'lJ1J~1~'f.l~

1. Yl91'j'ru1r1t?lL~'tlm::UU~1'j''1l'l~mJ..J1::~~rlUJ..J'''1';)'VImitJ1~i'j'§-m.jH'l1'W'flth~~'1l
"

.rl8Ylul1~1~n1"''Wt?l1i5

6. nl"''Wi?lm::U'1'WmJ'j'11:J'l1'Wt:Jr4I?i'tl~t?lLlr4fU~t?l''ll'flu1'WLLI?ir4::j'::viu.ff'W l~'flLnt?l.rl8Ylul1
" "
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~'J'U.yj 7

m'i'iJ£jmlIPl1i1-n'flrl1V1'U1Pl

t?11lJ'UltllJ1tJ 1'UVlW.lr;]~'il ~')tJ mj'uDul1~1lJil'1l Th\'~'Ur;]~'l r'hVl'Ur;]:i''WL~'1l1ihr'W19'i1'W~t?1LL~:;l.!fI~lm'lJ'1l'l

lJVl1CjYltJ1itJfuYlj'1U LL~:;uDul1 t?11lJ'WltJUltJ nD j':; LUtJUii'1l1J'lriu j',)lJvf'lnDVllJltJ~ Lrimii'1l'lnu fl'JllJJ'WfI'lU~'1l !?lIltJ

'lJ'1l'l~lj'~'WLYlPl lJVl1CjYltJ1itJ~'l1~n1V1'Wr;]LL'W')UDul1L~'1l1~~mmJtJ m'dLL'W,)'Wluinu LL~:;LL'W')UDu111~nul.! fI~1 mLL~:;

U fI fI ~~ Lrimil'1l'l 1~~ fl'J1lJ 'ffI'J1l-J Liil19 LL~:;(;1 j':;wwn tl'l fl'J1lJ ihAru'lJ'1l'lmj'fnWl fl'J1lJJ'UfI'lU ~'1lr;]Il tJ'lJ'1l'l~1 j'~'WLYlPl
, '1/ ~

LL'U'JtJ£j~ m'i"'~.:t f'I'J1~ IPlr.:Vlun 1.'UL1'f1.:tm'irnH1 f'I'J1~~'U f'I.:ttl'GI'flIPl.n~~1'U"'1'i"''UL 'VIPI

1. 4'r;]tln'1luj'l-JLL'U')UDul1(;11l-JLL'U,)'UltJ1J1tJmh'l~~1 L~lJ'1llr;]tJn1j'4' r;]tln'1l1Jj'lJ!l191 ~~mj'L~1l-J Lii''1lVl1LL'U,)

UDul1 (;11l-JLL'W,)'WltJU1tJ L;hnuVlin~ m'1lU j'lJ J;Jl'l1 IPlll-JLLr.J'Wmj'tlnT.:i1Jj'l-J'lJ'1l'lVi1..I'JtJ'll'W

2. 4'r;]~lJlJ'U1L~'1lLr.JtJLLydLL'U,)'WltJUltJ LL~:;LL'W')UDu111'Wmj'fnWl fl'Jll-JJUfl'lU~'1l !?lIltJ~lUf'l1j'~UL YlPI LL~:::

~'fl'lfl,)1l-J1Plj':;wWntl'lfI'JllJ~lAry'lJ'1l'ln1j'uDu111~nUl.!flmm l!?ltJmj'4'!?l~l-Jl-JUltJ~:;hJu''1ltJn'il1 flf'llr;]tJ!l194'r;]

i,)lJnumj'~lJl-JU1~u~')mil~ LL~:::!l19L~C)JCjYltJ1mr.:nn1l1tJu'1ln~iluj':::~umj'Or~lUn1j'fn~fl'JllJJufl'lU~'1lr;]IltJ

~lU~lj'f'lULYl Pl lJlriltJYl'1l!?l fI,)llJ'f ..
3. ~!?luj':::mPluj':::'lll~l-J~ufi l~fl'JllJ'fLrimnu LLU'Junu111uin'l:tru:::Ln~~1I'l,)llJ'f Vl1'1lii'1lj':::rJ'IlunJ LLUU~,,:w ~ 'U

~llJlnlL iil19 LL~:::'I111uuDu111~~ltJ l!?ltJilmj'ufu LU~tJULn~!?lfI,)1lJl'1l~ Lf:'ll-J'1l

4. j':::!?llJmj'~~'bui,)l-J LL~:::tN~1l1flUDul1 ~')tJn1j'nlnu ~!?lt?11lJuj':::dJur.J~ LL~:::~1j',)9fl'Jll-J ~'1l'ln1j''lJ'1l'l

~Hu1mj'
"

€r1.J~ 1Pl'li'fl1.J: iJlm:::uu fI'1llJ~,) LIPl'1lfLL~:::Lfl1'1l'ihtJiJlm:::UU~lj'f'lUL'Vl Pl LL~:::iJltJuDlliimj'LL~:::u1mj'

~l,rn fI'1llJ-W,)LIPl'1lf
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