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ub~'lJ1 ~ ~ lJ1:JJ~ U ~\lU~'fl ~il~6JI'fl\l~1'i~U b'VIflf

:JJVl11 'VI~1~~ flfj-U ~~U 'VI'i1b'iWJ

l-JVll';)YlmitJPf~''Wfl1'WYl5',;)hliJ.J m::;VlUnn'1fl'Jll-J~lrlt1!'ll'1l'1'i'lIUl'WLYlP1~'1UUL1J'W~'WYl~'Y'l~~lJflrul'h~'1~f?I

'lJ'1l'1'fl'1rlm l-JVll"JYlmitJ~'11~4'f?lvll'W LtJ1J1tJ fI'Jll-JJi''WfI'1U ~'fl f?lntJ'll'fl'1'i'lI5''i'l'WLYlP1:TI'Wl~tl1~Ji''W 1"'lrJl'i'lI5''i'l'WlYlM'Jl-J~

5'::;UULYlf'lL'WL~~'i'lI5''i'l'WLYlP1LL~::;m5'~tl'i'lI5''lJfl'1 l-JVll"JYltJlitJlJm5'Vl LL~~1'Wm 5'urul5'4'f?ln 15'tlril'1 lJU 5'::;~YlfiJl1'Y'l,.

'WLtJ1J1tJ fl'Jll-JJi''WfI'1U~tl f?lntJ'lJtl'1'i'lI5''i'l'WLYlPI l-JVI1"JYlmitJ P11'W1'l1'WYl5'''JL5'liJ.J1~ ihVl'WVl:TI'WLf?ltJlJr)'L>1qu5'::;'i'l'1rl
rri'1vi'flhJi.f

1.1. l~T) 1~lJ'WLtJ1J1mL~::;U'W'JUDU~m5'~m:tll'l'Jll-JJi''WfI'1U~tlVlntJ'lJtl'1'i'lI5''i'l'WlYlPl l-JVI1"JYlmitJ

Pl1'Wl'lruYl5'''JL5'liJ.J~'1L1J'W1u L>11l-Jn!jVll-JltJLL~::;5'::;djtJUUDU~~ L~m~tl'1

1.2. L~'1llU'Wm'flUll~::;ll'W'JUDu~1'Wm5'rilV1'Wf?ll-Jl(;)5'Jl'W .ff'WL>1'fl'Wm5'UDU~'1I'W~~U~f?I'ntlU 5''Jl-Jn'1

~'1ii 1'W'JtJ fl'Jll-J'i'l::;Vl'Jn ~1'Wfl tl l-JYl'JLL>1tlf~lV1fum 5'~ f?IrK'1LL~::;1il'1l'W5'::;UUL~T) rn 5'~m:n f'l'Jll-J
,

JJ'WfI'lU ~T)f?I.rltJ'll'fl'1'i'l15''i'l'WLYlPI

1.3. L~T)rilV1'Wf?l1~lJm5'~11T)'1~T)l-J~'i'lI5''i'l'WLYlPlT)ril'1'i'l~1 L'i'll-Jtll1UC-I'WLf?l1tJl-Jf'l'Jll-J'Y'l1T)l-J~1V1~'1.mn1J
" , ,

'Um~'W Ll~::;1~'i'lIl-Jln1;h::;uuniu~'W1~Jl1tJ1'W5'::;tJ::;L'J~IYiLVll-Jl::;'i'll-J l.wtl1ih::;uULYlflL'WL~tl, "
'i'l15''i'l'WlYlPILL~::;m5'~tl'i'lI5''lJtl'1l-JVll';)YlmitJ'i'lIl-JI5'n 1il'1l'W1~ dJ'Wun~mh'1 r;)tlL~T)'1 LVll-Jl::;'i'll-J

LL~::;'i'l'flVlfl~tl'1L>11l-JJl15'il"'l

1.4. l~tl1 ~l1m5'L>15''J'''l'i'l'flULL~::;U5'::;Li:]w;'1'Jll-JL~tJ'11'Wm5'~m~n I'l'Jll-J,j'WfI'1U~tlVlntJ'll'fl'1 'i'l15''i'l'WLYlPl

1'Jl-JvT'15'::;uUlYlfIL'WL~tl 'i'l15''i'l'WLYlPIuszm 5'~tl 'i'l15''fIril'1 'i'l~1 L'i'll-J'fI

1.5. L~T)~'lL'i'l1l-J1~lJmnC-lmL'Y'l~I"I'Jll-J1LL1i-W~L>1LL~::;UI'l~ln1'1JT)'1l-JVll"JYltJ1itJPl1'W1"I1'WYl1";)h~ 1'Jl-Jn'1
• -~ q

,
I"I'Jll-JJJ'WfI'1U~'fl VlntJ'llT)'1'i'lI5''i'l'WLYlPI

2700 1 5''Jl-Ji'1~'flrilV1'Wf?IL>11l-Jn!jVll-JltJLL~::;5'::;LijtJUUDu1i~ L~m~'fl'1 riu f1'Jll-J,j'WfI'1U~'1l (i1.rltJ'lJ'1l'1'i'lI5''i'l'WLYlPI L~'1l1il

LU'Wnrsu LL~::;LL'W'JUDU~1 'Wn l1U'El'1n'WLL~::;~m:t1 ~'WYlf'Y'l~~I'W'i'lI5''i'l'WLYlPI'll'fl'1l-JVI1';)YltJ1 itJ"'ll nm 'J::;fln I'l1l-J'Yln

U5'::;LIlYl~'El1"'l9::;Lilf?li'Wi'191 nJl1tJ 1'WLL~::;Jl1tJ'W'Elnl-JVlI';)YlmitJ Lf?ItJL9 f?I 'WIVl1'flLf?ltJ~L'VhhJii'1 mnu ~'1 LU'W
"

LL'W'J'WLmntJ 1'WJl1'Y'l5''Jl-Jl~'fl n15'4' f?Im1~h'Wm5'u1V115'fl'Jll-J,j'WI'l'1U~tl f?I.rltJ'lltl'1'i'lI5''i'l'WLYlPlLf?ltJ{f?ILLti'1'i'lI5'::;~lrl t1!

tltlnLU'W 11 Vll-J'Jf?IU5'::;ntlU~'JtJ
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'I-ld-J'l~ 1 'WLtJU1tJA'l1d-J,J'Wf1'1llfl'il ~iltJ

'I-ld-J'l~ 2 Lm'l~j-1'1m~u1'1-ll~f1'l1d-J,J'WA'IUfl'il~ilm'11~~'WLYlPILLfl::;fl'l1d-JfU~~'Jl'ilU

'I-ld-J'l~ 3 m~9~m~~'WYlfY'l~~1~~'WLYlPI

'I-ld-J'l~ 4 f1'l1d-J,J'Wf1'1Url'ill?liltJ~L~mnU1JAfl1m,
~d-J'll?l 5 m~~h':]f1'l1d-JJ'Wf1'1Ufl'ill?liltJYl1':mlWnYmfl::;~'1LL'll?l~tld-J

'I-ld-J'll?l6 m~U1'1-l1~9l?1m~~1'Wm~~'il~lmfl::;Lf11'fl'll1tJ~1~~'WLYlPI
S/ -=!. .o:::!I I

'I-ld-J'll?l7 - m~f1'lWp-Jm~L'lJlr;N~:::UU~1~~'WLYlPlLLrl:::Lf1~tl'lJltJ

~d-J'll?l 8 m~9l?1'1-ll.,r~'W1LLrl:::ihNfnjj-')S':::UU~1~~'WLYlPI, '

'I-ld-J'll?l9 m~~lLil'WmS'num(;jmnW~1'Wf1'l1d-J,J'Wf1'1U~tll?liltJ
,

""'" I ~ o,c:",..... ..... Q.I'

'I-ld-J'll?l10 mS'US''I-l1S'f1'l1d-JIil'ilL'W'fl'l'lJ'fl'lmS'l?I1L'W'WJllm'''l'lJ'fl'ld-Jm'lYlm~tJ

'I-ld-J'll?l11 mS'UDu1i1il1d-Jiimil'1-l'Wl?I

~1'i~'UL'Vlfl 'I-ld-J1tJn'l il'fld-J~~c.h'WmS'US':::d-J'lflI:.JmL~'l mS'9~S':::LijtJulM'Eld-J~~'1'fltll'WS'U'lJ'fl'lt'i'lLfl'lJ il'flf1'l1d-J
'U 'U 'lJ 'IJ

'I-l1'flmY'lnS'1i'l~n 1~'fltll'W~mtru:::~~J1;~1d-J1S'miil1"'l1~~1tJ LLfl:::~1d-J1nlljl1uHuS':::LtJ'Jl'W1'WmS'u1'1-l1S' mS''ll'lLLI:.J'W. . .

mS't'il?l~'Wl"'l LL~:::~'W11~

-n'fl3-l~ 'I-ld-JltJn'l ii!ld-Jfl iitlf1'l1d-J Fhi'l 'Jll?l~li'l 'I-l1'fl~'l~'Wll?1US'S'l?I1~'fltll'WS':::uUf1!ld-Jri'lLIil'flfl'W~mY'l~S':::uu
" 'lI 'I 'IJ

f1'ild-Jri'l LIil'flfm"'luS':::d-J'l fl I:.Jfll~ LLfl:::1~'I-ld-Jlt1 A'l1d-JS"ld-Jn'lil!ll;jflfl L~n'VlS'tliln ~ Iilld-JnD'I-ld-Jl tI~1 ~'l tI~S'mS'd-JYl1'l

fl L~n'VlS''ililn~~'lti

~'VlflL'UL~ii~1'i~'UL'VlflU~~m'i~'fl~1'i (Information and communication technology) 'I-ld-Jlt1n'l LYlf1L'UL~8

~1'1-lfumS'uS':::d-J'lflI:.J~~1S'~'WLYlPI ~'l"'l:::f1S'!lUf1~d-Jn'lmS'fUfl'l LLUfl'l US':::d-J'l~I:.Jfl LLfl:::~ufi'W~lS'~'WLYlPI Ll?Itlj'j

'fWluS':::ntlu 3 fl'l'WAT.l f1T.ld-Jri'lLIil'flf mS'~!l~1S'LLfl:::~1S'~'WLYlPI ~'1!ilT.l'lmPTtlmS'Y11'l1'Wf'ld-Jn'W

seuu f'I'fl3-l~'lLIiI'fl~ 'I-ld-Jlt1n'l T.lumrW~1!l'Jll?lT.lumrW'lJT.l'l f1!ld-Jri'l LIil!lf~ L;T.ld-JmS'Y1l'11'WLill ~'ltln'W Ll?Itll~j'j, , ,
mS'ril~'Wl?I~1i'l '1ll?l~li'l ~1'El~'l~'Wll?1 LLrl:::LL'W'lYl1'lUDUii'l1'Wl~~umrW~1T.l'1ll?l~umrWY11WW1~US':::d-J'lrll:.J~il'Ell;j~

Ll?Im)IilL'Wd-J'11

~tltl{l1'U ~d-Jlt1n'l mS'l:m:::uu LYlf1L'WL~8~1S'~'WL YlPld-J1uS':::l'JnIil1ill'WmS'Y11'l1'WL~'El1 ~'l1'Wih L~"'llilld-J

r)1il'lUS':::~'lA~~'l11 'il1Yl S':::UU'l1'W1Jf1f1~ S':::uU9l?1LnUL'Eln~1S'

~tltltJDtwlm'i (operating system) ~d-JltJn'l 'll'ili'lvlLL'lff1'lufjd-JmS'Y11'1l'W'lJ'El..:!LAi'El'lf1!ld-Jri'lLIil'flf LLfl:::

9l?1~nmS'HYlfY'lmmS':::uu ~'ll~LLri mS'9l?1mS'~t.i'ltJf1'l1d-Jr.h mS'f1'lUf1d-JmS'Y1l'1l'W'lJ'El'l'ElUnmru'El'Wii'Eld-Jrl, , .
seuu L~~'fl'lh£J (network) 'I-ld-JltJCl..:!reuu Lf11!l'llltJ A!ld-Jri'l LIi1'ilf'll'El'ld-J'I-ll1Ylm~tJPl1'Wf11'W'VlS'Cjh(ij.J

LFi~·'fl.:!fI'fl3-l~'l LIiI'fl hL,j'li1£J (server) ~d-Jl tin..:! Lf1i!l'l A!ld-JY1'lLIil'ilfl'WS':::uu Lf11'El'll1tJ~Y11Wl~h~ dJ'WPI'W~nrl1'1.
'lJ'El'lnl'i'Y11..:!1'W'il1Yl 9l?1Lnuiti'Eld-J'lm1'il'll!li'lvlLL'lf ~1~ful~u1nlmriLf1i!l'lf1!ld-JY1'lLIil!lf ~'W 1 ~1!lf1'lUf1d-JmS'Y1l'1l'W. '
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~'U'VI~YU'j(asset) ",mtJn'l Lflitl'lfltll-JY1,)Li?ltlf'll'il\ll-J"'I~Ylm~tJ Lfl1tl'li1mJtltJ ~m;lrm~:::~:::lJlJ~I~~'WLYlPl

vll'l1~J.j"'I~YltJ1~m~' W-I'W1",1tl9"1'\111L~tll ~l'Wm~,ih Lij'Wm~'lItl'll-J"'I~Ylm~tJ

1'l'J13J~'UI'l~U~'flIn.il~'lJ'fl{j~I'i1~'Ub'VIl"l (information security) ",l-JltJn'l m~~INl~~'lfl11l-J~lJ

'"
(confidentiality) f1,)Il-JCJn~'il'lfl~lJrh'W (integrity) LL~:::~Il1~Yl4''ill-Jl~'lI'U (availability) 'lJtl'l~I~~'WLYlPl ~,)l-Jvi'l

flru~l-JlJ1i~'U lr}1LLrif1,)Il-Jnn~'il'llLYi"l1'l (authenticity) fl')1l-JflJEjVl (accountability) m~~Il-JUDL~DfI')ll-JflJEjVl, '" ,
(Non-repudiation) LL~:::fI')ll-J'Ih~tln'il (reliability)

1'l'J13Ji1.J (confidentiality) ",l-JltJn'l m~flJ~!N'i1"l:::ijm~Lr'llJfm~I~'tlJ;!~1~dJ'UfI'Jll-J~lJLLfl:::"l:::ijL~tJ'I~iJ~Ylfi

Lyj1tf'W~"l:::~lm~nL~ln'l~'tlJ;!~m~IJ'Ulr}1

1'l'J13JEn~'fl{lI'l'il1.Jti'J'U (integrity) ",l-JltJC1'1m~fu~'tl'lr)I~tll;!fl"l:::hlQnm:::yhm~lV1 1 't1'UijCJ~l~LnVlmj'

LU~tJ'ULLUf'l'l",1tl LLnb t"ltJ lJhiij~Ylfi hir)lmm~:::yhtf'U"l:::ij L"li?l'U1",1'tlhir'l i?l1l-J..
~ll1'rfrf~'fl3J"li{ll'U (availability) ",muC1'1 m~fu~'tl'l1~r)I~'tlJ;!f'l ",1'tl~:::UULYlflt'Utfl~f'lIj'f'l'ULYlf'1i'l"'flIU

i'l~'tll-J~"l:::1~u1m~1'WL,)~I~~'tl'ln1~1~'lI'U

b"'(;ln1'i1tU~''UI'l'JI3J~'UI'l{lU~'flIn.il~ (information security event) ",mtJC1'l nnll~~:::umj'LnVlL~!?lmnw. ' ,
~Il1i'l'lJ'tl'lu1m~~1'tl Lfl1'tl'1iltJ~ LLf'lVI'll~ L~'WfI')ll-JdJ'UhJ1~~t.t:::Ln Vlm ~C:.h1J'W'WttJu ltJ r}11'Wfl,)Il-J,j'UfI'lU~'tl VlntJ~1'tl

l-Jl!?l~m~lJ'tl\l1i'U~ ~l-JL",f'l') ",1'Elm l'lm nW!l'Uhlm"l ~1~r)1'ill"l L~m~'tl\1I1u fl'J1 l-J,j'Wfl'lUf'l'tlVlntJ, ..
~m'Um'ilru~''UI'l'JI3J~'UI'l.:JU~'fllPl.n~~t~Y;{ltJ~~{I~'''~'fll~'fl'''1l'lllP1RlPI (information security

incident) ~mtJC1'1 ~m'Um~nr~I'UFJ')Il-J,j'WfI'lUfl'tlVlntJ~hi-W'lU~:::~'1r1 ~1'Elhlm"lf'l1VlFlVl ~'lm"lvh 1~~:::uu'lJ'tl'l

l-J~I~Ylm~tJnnumn ~1'tl t"ll-J~ LL~:::fl'Jll-J,j'Wfl.:JU~'tlVlntJnnflnflll-J
'U 'I "I \J' 'I

n1'i1bi1ti.:J'VI~'flI'l'J1.J ~ 3Jm'il"li{lI'U~1~~'UL 'VIPI (access control) ~l-JltJC1'l m~'tl11n.Jl!?l m~ril"''UVI~Ylfi ",1'tl

m~l-J'tluih'Wl"ll ~lJH'lI'UL~IC1'l ",1'ElH'lI'ULfl1'tl'1iltJ ",1'tl~:::UU~I~~'WLYlPI .vf.:JYl1'lflL~nYl~'tlijn~LLf'l:::Yll'lmtJ1ni'l..
~(mi'lmffi'4n.Jl!?l L"1l'Ur)IJ'W~I'" fuljfl asm tJ'U'tln 17If'l'tlVI"l'Um"lri1"''UVl~'tlUDu1i L~tJ1nu m n ~1 C1'ltvltJih!'tllJ L!l11~

~')tJI11r}1

n1'i1bilti{l"l1n~~:;ln~ (remote access) ",l-JltJn'l m~~Lfli'tl'lfl'tll-JYl,)l!?l'tlf",1'tl~:::UULfl1'tl'1ilm~'tll-Jvlm~1

nULfli'tl'lfl'tlJ.jY1,)li?l'tlf",1'Ellfl1'El'1iltJ~'Uc.h'UT.lUmnr~!l~I~ ",1'tl~!l~n.Jn.Jlru~'W 1 mVi tl-Jl~l-J (modem) ~Yh-B'W(VPN

~1'il Virtual Private Network)

en i.:J1'U ~mtJ C1'lij~!?l Llf'l:::Uflf'llnj"lJ'tl'll-J"'I~YltJ1~U P11'Ufl1'WYl~~hW-l~1~fu~Ylfil'Un1~ 1~'lI'U~:::UU~ ,

'lJ'il'll-J~I~Ylm~tJ

1J'Jl"Ijh ~ (Buasri 10) ",l-JltJn'l ~tl LL~:::~'lfl:'1uru:nm~'lI'Wl~tl Hl'Wm~Yl~"l,JI?i')!i1'Uritl'Wmn~1 HLfl1'tl'1iltJ~ .. ..
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'i'ir'6!lenu (password) VlJ.J1tJn'l !il')'1im~j"\,fj''fl'iin'll j':;Vl1'fl!il') lf1'lJ ~Hhlh..Jll'1i'fl.JiJ'fl1 'Wnlj'I'lj',)"l~'fluEh..J 8'W!il')

U 1'1f'lf1 l~'fl f'l')U f'll·mlj'l ih n.Jilm-lf1llf1:;j':;uuilm-lf11 'Wnlj'¥mn f'l')l:1-lJi''Wf'l.JUf1'flVlntJ'lJ'fl'lil'fl :I-lf1llf1:;j':;UU l'Vlf'lL'WLfl8
~ q 'l..I 'iJ 'lJ

~lj'~'WlYi P!

~'V1fi"ll'fl'lrn.i',n'U VI:I-lltJn'l ~YI~i')lu ~YI~91lYn:; ~YI~YhP!l1llf1:;~YI~~'W1V1~l~mil'fl'ln1Jj':;UU~1j'~'WlYlP!
OJ

~'Vn1'V1mitl VI:I-lltJn'l :I-lVll'5Y1mitJP!1'Uf'l5''WYlj''5Lj'(iJ..J

VliI'mn'U VI:I-lltJn'l I'1ru:;/~ C11u'W!~hwn/p!'W~ ~'1lu'W~'h'W.Jl'Wl'll:1-l LI'1N~5-1'1'l1'fl'l:l-lVll'5Y1mitJ
"

p!1'Wf'l1'Wm'5h(iJ..J

VliI'Jtl~1'U1l1t1'U'fl n VI:I-l1tJn'l 1:h1r1n~'1:1-lVl1'5Y1m itJPl1'W1'15''WYlj''5h(iJ..J'fl~ry11'l1ii;:J~YI~1'Wnln il1n'lVl1'fl1 il

il'fll;lf1V11'fl1ilj':;UU'Il'W~ l~miit)'1nu lYlf'lL'Wtf18~1j'~'Wl YlPI'lJ'fl'l:l-lVll'5Y1mitJ LVltJ"l:;l~¥u~YI~ I'lI:I-lUj':;l.flYlnlj'1 il'll'W

Llf1:;~t)'1fu ~VI'l!'flU1urns hilU Vllc.JtJf)')l:1-liU'lJt)'1 :I-lVl1'5Y1tJ1itJ LVItJiJ1Mut)~ ryl (;1

Vl3-I'JVI 1

'ULtltJ1t1f"l'J1~~'Uf"l~t1~'flVl.ntl

'WLtJU1tJfl'J1:1-lJi''Wf'l'lUf1t)VlntJ (Security policy) ihVl'UVI;f'WL~'fl1ilLu'Wm'flUlLf1:;Vip!vn'l1'Unlj'~,ru~~'Wnlj'

cill LUurn j'lhunlj'fn1:t1l'1r.l1:1-lJi''WI'1'1Uf1t) VlntJ1iirlU ~ lj'~'Wl YlPI'lJt)'1:1-lVll'5Y1mitJ Pl1'Wfl5''Wm'5h(iJ..J l~t)1 ii Ln(1]nlj'

cilllU'Wnlj'I'lIJ.J:I-ll (;1j'~l'Wj':;l1lU~lnf1 Uf1:;l~t)1iidJ'Wlu (;11:1-lVl1t) ~'fl M~t)'1rluilt)nlV1'W(1]Yll'1nDVI:I-lltJ Llf1:;j':;L1JtJu~ \_

1.2 -n'elnl'VI'UVlVl13-1nllVl3-l1tl

f1') l:1-lJi''WI'1'1Uf1t) (1]ntJ~1'W~ lj'~'Wl Y1P11J1'1Uj':;l~'Wm"l"l:; L~mil t)'1rlU nDVlJ.JltJ~l~;:Jury ry I'l ;:Ju j':;nl PIllf1:;il c.Jf1

U'IflU1i! mVi

(1) nDVI:I-l1tJ~mj'j':I-lvn'lti l~nYlj't)un~
,

c ~ 4:1/..., -=0. r
(2) nDVI:I-l1urn mj':;vn f)')l:1-lc.J(1]mmnu 1'lt):I-lY'l,)l(;1t)j'

,.
(3) nDVI:I-lltJ~'lJ~YI~

1.3 ~1V1'i~1'U',I:;~tJ'6!l1n~...
:I-lll'lj'~1'Wnlj'fn111f'l')1:1-lJi''Wf'l'lUf1'fl(1]ntJ ISOIlEe 27001 4'(1]lU'W:I-l1I'lj'~1'W~1~fUnlj'tJ'fl:l-lfu"llnVlf11tJ~ ~

uj':;lYlPl1'Wnlj'1111ulilU5'Vllj'4'(1]nlj'j':;UU~1j'~'WlYlPl'lJ'fl'l'fl'lr1m llf1:;LU'W:I-ll(;1j'~1'W~ClnlilLU'W~'W~1'WLLf1:;fll'1~'11'W..." ....

uj':;nlp!f'lru:;mj':I-lnlj'~mj'j':I-lYl1'1~L~nYJj''flUn~ ~'fl'l lL'W,)'WLtJU1tJLLf1:;LL'W')UDu~1'Wnlj'fnl111'l,)l:1-lJi''Wf'l'lUf1'fli?lntJ

~l'W~lj'~'WlYlP!'lJ'fl.JVI'..htJ,n'W'lJ'fl'lf~ 'V'U'i.2553

1.4 0~~mJ~n',l:;'V1tJ~1n'Wtm.J1tl

'WLtJ1J1tJiinc.Jf1U'I flU 1ilnuu~ I'lLlf1:;U1'lf11mYin f'l'W1'W:I-lVll'5Y1mitJ j',):I-ln.JMu~ru rul Uf1:;lJ l~tJ:I-lL~'fl'W~.JLLlJ"l:;
'I 'I 'tJ ov Go' 'll

iJl~¥Unlj'~l~l'1"lln:l-lVl1'5Y1mitJ LLfiin~,)'WL~mil'fl'lnunlj'vh'll'W Vl1'fl ~l:1-l1j'(llilln'l~1j'~'WLYlPI'lJ'fl'l:l-lVll'5Y1mitJ
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1.5 n1'ai.i'.nlJvi~'fl:I.J;:''lJ1~

:I.J'I,-n1Y1m~tJ..r(PI1~U1n1j'~1j'~'WL YIPIj',):l.Ji.:]j':::uu LYIfl L'WL~~~lj'~'WLYI PILL~:::n1j'~'il~lj'L ~'ilm j'l ihh:::LtJ'Jlul'mJ

r)l7ImJj':::~,:]rl'lJ'il.:]nr.mj'j'~l7I1Wllj'n"'lJ'il':]~Vl11Y1m~tJ mYi,
(1) n'lj'~tI'Wmj'~'il'W

(2) n'lJ1..rtl

(3) n'lJU1V11Nl'Wl7Il~1l1j'n"'lJ'il':]J-lVll1Y1m~tJ

(4) n'lJUDU~':]1'Wl7I1J-l1l1Jn"'lJ'il':]J-lVll1Y1m~tJ

(5) n'lj'~OO-I'Wln'lJ~tJ'W'4-~,)'WUf1fl~" ,
(6) n'lJ1~~lLl'W:::-Wlmmn~':]LU'W':]1'Wl7I1J-l~'il~'1!'1!lV11'il~'ill7lnft.:]nUJ-lVll1Y1m~tJ

(7) n'lJ~(PIl'l'il~'il~lJl7I1J-lr)l7I'lUj':::~,:]rl~.:]nfll,)~1':]~'W

m J1il':]l'W~l J~'WLVIf'l 1,)J-ln':]J:::UuLVIflL'WLrlU~l J~'WLVIf'lLlrl:::mJ~'il~lJl'I1 J-lii"m1J-l~':] nfll,)~l':] ~'W~tN LUlJhI
tl til,:] mJ-ll:::~ J-lL~ tJtl~U'W~'WJ1'W'lJTl.:]nl1Lfl'lj''V'I ~VI~U~:::fl')1 J-lZ~n'lJtl.:]1jfl fl ft~'W lfl'l~ LL~:::UDU~tltil,:] Qn~tl':] l7I1J-l

n!)VlJ-lltJ LLft:::~!l.:]hh~tJ')~tl.:]nUm1~lLil'W~Jn"mJFhl(P11

1.6 ~lJvivii'j~~n:r-3R'lJi.i'

'WLtJU1tJ'ni'lr.J~u.:]Piu1ilnu'l'Jn[;]lLLVI'I.l':]~'W~~~1J-llJnL~ln':]~lJ~'WlYlf'llL~:::Lfl1tl'll1t1~lJ~'WLYlP1'll'il':]

J-l.,n1V1m~tJl~ ~.:]j',)J-ln.:]m1~tJn1il':]1'W"lnYl1.:]iJl'W Vl1tl mn~ln':]"lm:::tJ:::lnft LLft:::mJl~tlJ-lLtJ':]"lntl':]rlm

rnuuen mreunna LL~:::J-l'ilUVI:l.Jlt1~Yl~1'Wmn~ln':]YlnJ:::UU'll!l':]J-lVll1Y1m~tJ hj~1":::LU'W~1j'Z1'WLYlf'l~1'W1'1nmJ
'I" 'I .

LLft:::~1'WmJu1VI1J J-lVll1Ylm~tI~!l.:]J'Wl"~11~i'lmJ~lLil'WmJl7Il~'WLtlU1tJ~1'Wfl')l:I.JJ'Wfl,:]Ufttlt11JltJ'lltl':]~lJ~'WLYlf'l

Uft:::1~i'lmJ~'4-1':] fI'"llJ-l Lih 1" 1'W~tl':]1l1,):::Fl,)1J-lL~tJ':]~!l1"":::Lnt11~'W

1.7 n1'aj;]'a'l"'l'l4'fl'lJ LL~~'VI'lJ'VI'llJ

J-lVll1Ylmi tJ~!l.:]nlV1'W(PIl~i'l ~U1V11JJ:::~U ~':]Y]lV1Ul~ nlriu (PILLft'WLtJU1tJLlft:::1U~ (PI'lltlU1urn Jl7IJ')"~tlU m J- ~ ~ ~

!ltil':]UtltJUft::: 1 f1¥.:]Vl1TlL~!li'l LVll7Imnl1LLunU~tJ'W~thriru J-lVll1Y1m~tJ~!l':] ~ t11l711J-lL~tll ~J'W1"~1'WLtJU18LVlfllti', ~

i'l fI,)1J-lLVIJ-ll :::~J-lL~!lU nU!l.:] r.JftUJ:::LtJ'JlU'llTl,:],JVI11YlmitJ

'III:I.J'lj;]2

LFl'a-3'l4~'-3n1'a'lJ~'III1'aFl'l1:I.J ~lJ Fl-3t1~'flj;].n~'lJ'fl-3'l41'J'l4lJL'VIA

LflN~'4-1.:]mJu1V11j'f1,)1J-lJ'Wfl,:]UftTlt11JltJ'lJ!l':]~lJZ1'WLYlf'l(Organization of Information Security) nlV1'Wt?1;l'W

L~tll~n11U1V11nL~:::n'lJfmnfl')lJ-lJ'WfI':]UftTlt?1JltJ~l~mriu~1j'~'WLYlf'l'lJ'il':]J-lVl11YlmitJ~llil'WmJl~!ltil':]'llt?1L"'W

Uft:::L~ 'ill ~ J'W1"~1 il~ 17ILLft:::Ufl ftl m'll 'il':]J-lVll1Y1m~tJYln fl'W1~l7IJ:::wwnn.:]1'1')1J-l~1Piru1'W~'il':]fl'"l1J-lJ'Wfl':]Uft 'il t?1JltJ, , ~

'll'il':]~lJ~'WLYIPIi'lfl,)lJ-ltfl,)lJ-l L~11" LLft:::i'lfl'"l1J-l1U~ t?1'1l'ilUV11WllJ:::VlUl~ Ll~:::i,)J-lri'W1'Wm1~lri t?11l1,):::fl,)1J-ll~tJ.:]

LLft:::JltJfl n fllJ-l~.:]n LL'W,)LUJ-l'llTl':]fl,)lJ-l'llUeil'il'WLLft:::fl'"llJ-lJ'WUN L~J-l:l-nn~'W, ,
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2.2 -:jfin1~bba:;l'I'Jl~:r1Jt:lI?l'll'il1J

m:i'1J1m:i'f1'JIl-nj\..lfl-.lU~'il f?1IltJ'lJ'il-.l~I:i'~'WlYl ~ ~l-J r}\'W"'llnm:::U'J'Wnl:i'U:i':::l~'WfI'Jll-J l~tJ-.l m:i'9 f?1Vil'WLtJUltJ
,

n1:i'fn'l:nfI'Jll-JlT'WfI-.lU~'ilf?1IltJ'lJ'il-.ll-JVlI~Ylm~tJ m:i'~'5'I-.ll-J1V1:i'mnl~:::;J'ilrllV1'Wf?1 Lf?1tJ1~f1'Jll-J~lriillnUm:i'1~mll-J'5'~ ~

llfl:::m:i''tlmin11::: 1~ llritJ~V1llfl:::U f1~lnn ~'il1~Z11l-J1 ml ~~l:i'~'WLYl ~ :i''Jl-J(1-.llY1fIL'WL~~Z11:i'~'WlYl ~'lJ'il-.ll-JVll~Ylm~tJ Hi,

m~rllV1'Wf?1ll'W'JYll-.l1'Wm:i'fu3:i'flrlUIltJf)nflll--J~'il1"i"'l:::lnf?1;f'Wl~'flth-.lLiJ'W~:::uuLL~:::;:!U:i':::~Yl~1l1'i"1 Lf?1tJt?ilLtJ'Wnl:i'

'ilth-.lfl:i'U'J-.l"i:i'V11l--J%m:i''lJ'fl-.lm:i''Jl-.lLLI:.J'W/U!iu'1i/Vl~'J'''lU:i':::L~'WI~~'W1 Ll~:::~f?1V1~nVlll-Jl--J1V1:i'.JI'Wfl'JIl--JJi''Wfl-.l

Ufl'fl rlIltJ'lJ'fl-.l~l~~'WLYl ~

l--JVll~Ylt.J1~ tJ~-.l91 LU'Wr}\'eN~ m :i'nlV1'Wrl LL'W'JYll-.lm ~U1V11:i'9 rl n l:i' ~l'Wfl'Jll--JJi''Wl'NU ~'il rlIltJ'lJ'fl-.l z.l1:i'~'WlYl~

Lf?1tJ1~~m:i'9 rlYll'W LtJUltJ Ll~:::LL'W'JU!iu'1i rllrlU 1~~n1:i't?illtJ'Wn1:i'l'l1l--J;J'flrllV1'Wf?1 ~n1:i'l'1:i''J''i~'flU ll~:::~ lfl:i'l:::tl fl'Jll--J

L~tJ-.l'iltil-.l~~ll~l--J'fl L~'fl,_Jll--Jl1~1'Wm:i'ufuu~-.l'W LtJU'ltJ LL~:;LL'W'JU!iu'1i'lJ'fl-.ll--JVll~Ylt.J1~tJ1~~ll--Jl:i'm'fl-.lfun1:i'

LU~tJ'WLLUfl-.l'lJ'fl-.l.rltJflnflll-J~'il1"i"i:::Lnf?1;f'W J..JVll~Ylm~tJ~'fl-.l~ILD'Wm:i'fn'l:nfl'J1J..JJi''Wfl-.lU~'flf?1IltJfltil-.l~l--JLVlVlz.lJ..Je.J~, '

2.3.1 :i':::~Ul--JVI1~Ylm~tJ

~U1VIln:::~U ~-.l Lu'W~fu ~ wneurnsu 1V11:i'9 f?1ms LL~:::rllrlU f?1LL~1l1'i"1:i''Jl-J'lJfl-.lfl'Jll--J Ji''Wfl-.lU~fl f?1IltJ ~1'W
'\I CIJ 'll 'll

~1:i'~'WlYl~'lJtl-.ll--JVll~Ylt.J1~tJ Ll~:::1~jjn1:i'll[;]-.li-.lflru:::m:i'l--Jmru1Vll:i'fl'Jll--JJi''Wfl-.lUtl'flf?1IltJVilV11Jl~fU~f?1'11flUl'W~'J'W

'lJ'fl-.l'WLtJUltJm:i'fmilfl'Jll--JJi''Wfl-.lUtl'flf?1.rltJ LL[;]vT-.lnflru:::/~mu'WI~I-J'n ~LU'WL~I'lJ'fl-.l;J'fll-J~~'fltJ'1'W:i':::uU~'J'Wn~l-.l~ ~

Llfl:::l'W:i':::uu~~'§-I-.l;f'Wl'fl-.l r}\'fl-.lfU~ rl'l1'flUrllrlU ~ Llflfl'Jll--JJi''Wfl-.lUfl'fl f?1IltJ1~lU'WhJ l'11l--J'WLtJUltJ lLfl:::LL'W')U!iU'1i'lJ'fl-.l

l--JVll~Ylm~tJ

2.3.2 :i':::~uflru:::/z.lmU'W/~I-J'n

fl ru:::/~ m U'W/~I-J'n ~'fl-.l rllV1'Wf?11~ ~u 1V11:i'Vl1tl L~1V11Jl~U :i':::91'lJ'fl-.lVl'l.i'JtJ-.ll'WVilV11J1~1 'W'Vl'W:; L~ l'lJtl-.l;J'fl J..Jfl" ... ~
LLfl:::lU'W~fu ~f?1'1l'ilU1'Wm:i'U:i':::~I'Wfl'Jll-Ji,)l--J3:i'il Llfl:::rllrlU ~ LLfl1~jjm:i'u!iu'1iVlll-J'W LtJUltJ Llfl:::LL'W'JuDu'1i'lJ'fl-.l

l--JVll~Ylm~tJ

2.4.1 ~1V1fU~U1V11:i'

~U1V11:i''lJ'fl-.lYlnVl'l.btJ-.ll'Wr}\'il-.lrllrlU f?1LLfl1~tJ~1?I Llfl:::U f1~lm Hil'1:i':::VI-J'n(1-.lfl'Jll-J~1 ri ill'lJ'il-.l fl'Jll--JJi'WN'\l" 'll" (1,1

2.4.2 ~lV1futJ~l'1 LL~:::lJflfllm

tJ~1?ILL~:;lJfI ~lmYln f1'Wr}\'il-.lfu~{;I'1l'flU1'Wn1:i'UDu'1i I?Ill-J'WLtJ1J1tJ LLfl:::LL'W,)UDu'1i'lJ'fl-.ll-JVll~Ylm~tJ

LL~:::r}\'fl-.l:i'ltJ-.l1'W[;]'fll-JVll~Ylm~ tJ VII n'i"luu fJdVl1V11'il'l1'fl-.lLVI~~ L~miJ'fl-.lnU fl'Jll-JJi''W f1-.lU~'il {;IIltJ'lJ'il-.l~1 :i'~'WLYl~
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2.4.3 ~1V1futJ-W(?J..J'W1LL'i'I:;CJVlLL'i'lJ:;UU
" ""

'" ...... i.J' J d ...... ..". .....1.1 cv .:S: 0 .....

f;jYi(?J..J'W1LL'i'I:;f;jCiJLL'i'lJ:;UU'VlLnt.l':lnU~IJ~'WL'VlPlV!m:;UU'll'fl'l:WV11'J'VlmmJj;'J'fl'lj;'JJ:;V1'WnC1'lfl')1:W~1f'ltk!'ll'fl'lf'l"n:w

i'Wf'l'lU'i'I'fl VlIltJ'lltN~1J~'WL'VlPIL(i1tJ:W1j;'JJn1J~1'Wf'l'"J1:wi'Wf'l'lU'i'I'flVlIltJ'll'fl'lJ:;UU~'fl'l ~1'WmJ~r.n Jill1LL'i'I:;1~fu

~1 LL'W:;oW,191ntJu1V11JL'Vlf'lL'WL'i'lrJ~1J~'WL'VlPIJ:;vlU~'l
" "

,
..". I """" ....

L~tJ'lj;'J'f):WV11'JVltJ1'i'1tJ

V15-'f)1~J:;UU'l1'W~L~m~fl'lnU L'Vlf'lL'WL'i'lU~1J~'WlVI f'l'llfl'l:WV11-:SYlmiti ~fl'lfU CJVl'1lflU1'Wn/nJDu~m:w'W LtlU1tJ LL'i'I:;

LL'W'JUDU~'llfl'l:WV11-:S'Vlmitl 1ii'l1'W(;J1:wfl'Vl~~1~fufl'4tk!1 t11 ll'i'l:;~fl'lfu CJVl'1lflU1'Wn/J'bJltl VlLr.JtIf'l'J1:wiU'llfl'l
:WV11~Y1tJ1itJL(i1t1m~fufl'Wru1(;J, ~

~:W11"l3

m'i~l"lm'iihJ'VI~ ....ii~I'i~'U L'VIPI

n/J9(i1n/J'fl'WYlm~~1J~'WLYlf'l (Information Asset Management) ri1V1'WVl,r'Wl~flUfl'ln'Wfl'WYlfYi~~1J~'WlYlI'I

'll'fl'l:WV11~Y1mitl1 ~ LTl(i1f'l':I1:wi'Wf'l'lU 'i'lflVlIlti LL'i'I:;~1a..J1J'C11~'I1'Ufl'WYlfYi~l mhJ'W 1~mh'l m:W1:;~:W

3. 2 WU1~ f1113J~'lJ ij1"l"if'el'lJ 19i'el~'U'VI~....ii~I'ijl'UL 'VIPI

:WV11~VltJ1itl~fl'lri1V1'WVl1~iitJfuCJVl'Jl'f)U1'WnlJ9 mhJru~fl'WYlfYi~~1J~'WlYi PI lL'i'I:;tJful.lN~fl:W'i'l1~C1n~fl'l
'iJ CII .. " 'iJ

mil~:Wfl LVltJ1~m1:W~1r1rurlufl'WYlfY'l~~iir.J'i'lr;lflmJ~1lll'W1l1J'Tl9'llfl'l:WV11~Y1miti ~'lr.hLL'WndJ'W5 mi:w 1~lLri,,~ ,
(1) ~'fll;!M11J~'WLYIPI(2) U1mJLL'i'I:;nJ':;U')'Wn/J' (3) enfVlLL'Jf (4) 'llfli'Jj;fW'lf Ll'i'l:; (5) ljl'l'i'l1m

:WV11~Y1mitl~fl'l9 VlYl1n!J J:;LUtiU V15-flV1~nLnill'Yl1'WmJ1i1~'WYlfY'l~mh'l Lth..!'i'l1t1im:l'ruti'nliJL ~fl1~ LTlVln/J'

1i1'l1'W1~mh'l LV1:W1:;~:WLL'i'I:;L~flU fl'ln 'Wfl':I1:WL~tlV11t1J;iflfl'WYIfY'l~LV1fi1,r'W

:WV11-:SYltJ1itl~fl'l9Vl1~iim:;U')'WmJ 1'Un/J'9VlV1:W'JVlV1,j'llfl'lfl'WYlfY'l~~'1J'~'WLYIPIm:WJ':;v]u.ff'Wm1:wiu I'lnJfl1. " ,
~'flri1V1'WVl'Vl1'ln!JV1:W1t1LL'i'!:;J:;vlUm1:W~1 r1tk!~iir;lfl:WV11i5V1miti i'l;:fl~'fl1 ~~1:W1JC1ri1V1'WVli)fin/J1'Wn1JUfl'lrl'W 1~

mh'l LV1:W1:;~:WJ''J:wi'l9 Vl1~ii.ff'Wj;'Jfl'WUDu~1'Wn1J'9VlYI1U1t1~fl LL'i'I:;n/J'9VlnlJ'fl'W'VlfY'lI1~1J~'WLVI PIj;'J1:WV1:W'JVlV1~~

ri1V1'WVl1~

m1:wi'Wf'l'lU'i'!'flVlIltl~L~mrlUljf'l'i'!1m (Human Resources Security) Ltl'WV1:W'J(i1~n1V1'WVl"'WL~'fl1~ljf'l'i'l1m

'll'fl'l:wwl~'Vlm~tJ LL'i'I:;Uf'l'i'!1m'll'fl'ltJfu~ru rul~If.l1'l91n:WV11i5Y1mitJ 1~ L~1191'WUY1U1'VlLL'i'I:;V1\J1~m1:wfu~Vl'll'flU
'I 'll cv cv

7



'lJ'1l~IWWL~mW1fl')1l-JL~tJ~!T'WLn(P)91nn1:i''lJhm m:i'.u'1lLn~ :i''dl-Ji~m:i' 1~~1:i'~'WL'Vl1'l:i''dl-l(1-1:i':;UUL'VlfIL'WL~~~l:i'~'WL'Vll'l

LL~:;m:i'~'1l~1:i'mh~1:!JC1n~'1l~vfj''1l~(p)ili1m.JJ:::~~r1. ,

4.2 m';j"~~~fl'J1~~'WfI.:JtJ~'elIPl.n!:Jn'el'Wm';j"~1~~1'W

l-lVll~'Vlm~tJ~'1l~nlV1'W(p)"rib~LL~:;f1'dll-lfu~(p)'1l'1lU~l'WfI'dll-JJ'WfI~U~'1l(P)JltJ'lJ'1l'l~l:i'~'WL'VlI'l'1lth~dJ'W~ltJ

~n~ru!Tm~:i' LL~:;~'1l'ljjn1:i'Ii1:i''d9~!lUFllli~l-lU1i'lJ'1l'l~~~Fl:i' LVltJVi91:i'lli191fl9VlVll-lltJfm'El'l uj':;11iim:i''I11'11'W L1J'W, ~

,... d." ... 1 CV I ....

4.3 m';j"~';j"1~fl'J1~~'Wfl.:JlJ'a'ellPllltl~VI'J1~n1';j"""I1~~1'W

1JFl~lm Vl5-'il~1~f1Jm:i'~1~1'1~'El'ltJDu1i 1i11~'WLtJU1tJLL~:;LL'W'dUDu1i~l'WFl'lll-JJ'WFl'lU~'il VlJltJ'lJ'1l'l

l-lVll~'VltJ1~tJ LVltJ~'il'ljjm:i' 1~ Fl'dll-l'f LL~:;lIn!lml-l~1'Wm1l-lU~'il VlJltJ1~ LLrlUFl~1m 1'Wnnll~jjmm:i':;'111 Fl'd1l-ltJVl. . .

4.4 m';j"i'W~j;lvi';''eln1';j"LtJ~t1'Wm';j"~1~•
L~'ili'W~Vlm:i'LU'WUfI~1m Vl5-'1lfl1:i'LtJ~tJ'W*rurulm:i'~1'1~1'W~!l'liJm:i'~'W~'W'Vlf'V'ur"lJ'1l-1l-JVl1~'Vlm~tJLL~:;

.. q Q.I Go'

VI~'J1Pl5

m';j"~;:'~F1'J1~~'Wfl~tJ'a'elIPl.nm'l1~mtl1l1'WU'a~i~u'JlPli'el~

m:i'~11'1Fl'dll-J,r'WFl'lU~'ilVlJltJ'Vl1'lfl1tJ1l1'V'iLL~:::~'1LL'dVl~'1ll-J(Physical and Environmental Security) LU'W

Vll-l'dVl~n1V1'WVl~'WL~'ilDfl'ln'Wmj'Lih(1'1'Vl1'lmtJJ11'V'itVltJm~fU'il'Wru1Ii1D'il'ln'WFl'd1l-JL~tJVlltJLL~:::fl1j'f1nFlll-l.~ .
~'W'VlfYi8~11~'WL'VlI'l"lJ'il'lJ..JVll1'Vltn~tJ

5.2 m';j"~m~1fl'J1~tJ'a'elj;l.ntl'VI1~n1t11l1'W

l-JVl11'VltJ1~tJ~fl'lihVl'W(1Il1 tJ~:::LtltJVl"lJ'il'l~m'W~ LL~:;flUmn1~91 LU'W~'EI'liJ:i':;UUfl1:i'D'1l'ln'Wfl1 n~tJVlltJ LL~:;.
m :i'fl'"JUY'll-lfl1:i'L~l'il'iln 1'Wm:i'fn~1 f1'd1l-JJ'WFl~U~'1lVlJltJmYi ~'1l'l f1'1ll-lVi'dL[;]'1lfn~1'l'lJ'1l'll-lVll~'Vltn~tJ~'l Lu'Wi'W~

9VlLfiULFli'fl'lFl'Ell-JVi'dL[;]'ElfLL:!J'll1tJLL~:;'ilUnmr~1'WLFl5-'il'lhtJ~'El'liJ:i':;uufn~lm1l-lU~!lVlJltlLL~:;jjm:i'mUFll-ln1:i'. .

ini:iiJmn ~1 (1'1L(1ItllJ1iM'U'1l'Wrul [;]mnf\'W~lt1 L~'EIL~'Ell-lLtI'I:i':;vl'il~'ElUmn1~'il'l iJDlt1 L~mj-1U'Eln Ci-1~lLLVlll~1urns.~ ,

L~'1ll-l~'Elnu'Elun:i'n1LL~:;jjm:i'nlV1'WVlLLc..J'Wm:i'U1Nfn~'Elumn1mh'liVlL9'WLL~:;~'ElL~'EI'I, . ,
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5.5 m'.ltiTm.Jmru'fl'eln'U'fln'VIU'nl.:lTU•
mj'tJl'Qunnw'l'lni'U'il'iln'U'iln"vl1..htl'lI'U ~'il\lulju1irnJ..JJ..Jlli1mlj'~I'Umj'~m:nl'l"J1J..JJ'UI'I..:lU~'flt?111tJ'll'il\l

tnl"JtJ..:lTwll~:::~'il..:l9m1~j:jn1j'1i1j'''J9~'ilU'fltil..:l LI'I~..:lI'l~m

'VIa.!'J(;16

m'.l1..i~·'VI1'.1~(;1m'.lJll'Um'.l~'fl~1'.1LL~~LfI~'fl,ha~1'.1~'UL'VIPI

,
mj'u-;-vnj'9mmj'~1'Un1j'~!l~1nL~:::LI'I5-!l'liltJ~Ij'~'ULYlI'1 (Communication and Operations Management)

LU'U"vlJ..J"Jm~ihvn...lm;£'UL~!l1 ~n1j'~1 Lij'U..:l1'U~L~miJ!l..:lnuLI'I N ~'1-1..:l~'U~1'U~1'U~1j'~'U LYlI'1LL~:::!lUnsnnl j':::m ~ ~~ j:j~ ,
f1"J1J..JQn~'il\lL"vlJ..Jl:::~J..Jll~:::U~!l mIltJ 1'ULLri~:::.ff'U1i1!l'U'llfl..:ln1j'Ulju1i..:ll'U~'il\lj:jn1j'u'UYinLL~:::9mLllU LiJ'U~ltJ~m:tru

t)m:tj'L~'il Uj':::LtJ"1I,r~I"vlf1m1j'M'U;J!l J..J~1'Unnu~ Lnmf1"J1J..JL~m'l1 tJ.. ..
6.2 m'.lri1'V1U"''VIU1f1f1'J13Jru~'''1i'fl'I.Ju.~~i'U''''fI'Um'.l1..lniWl.:l1'U

Ll'lj'\I~'1-1\1~'U_J1ULL~:::~Ij'~'ULYlI'1'1'lnsruu ~!l..:lj:j~futJm"1l!lUj:jLtl n~Ij'.ffUli1tl 'U1'Un1j'ulju1i\lI'U~l~u'UYi n11LU'U
~ltJ~n~ru'flm:tj' 1'Umruj:jn1nu~tJ'ULLU~..:l;J!lJ..J~ "vl5-!ln1j'UfULU~tJ'UL'.l!lH'U'lltl..:lj':::uu 'VI1flLunLnj'J..JmtJ1'U ~tl\lj:j

"

6.3 m'.l~'I.J'I.J~m'.l~1nVlu'Ja-:J1'Ull1a'U'fIn

. 1'Un1j'fuu-;-mj'91n'VI1.l"JtJ\lTU[lltJ'Ufln~!l\lj:jmj'1i1j'''J9~'tlULL~:::U'UYinmj'ulju1i..:ll'U j:jmn'£.Jlj':::-r\lLL~:::9m.yh

j'ltJ..:llUi-J~nlj'vllLij'U..:ll'U~Lnm;£'Ufltil..:l~~IL~J..J'il j'''JJ..Jn..:lnl''vl'UmLL'U''JYl1'1n1)'lJ-;-''vllj'9mmj'1'Unj'ru~j:jn1j'

LU~tJULLU~..:l~..:ltlI99:::j:ji-J~nj':::Yluri!lJ..J"vll1YlmitJ

6.4 m'.l'J1.:J U.~'ULL~~m'.l61'.l'J~~'I.J'VI~"'a1n'.l~1'.1~'U L'VIPI

J..J"vl11Ylm~tJ~'tl..:l9m1~j:jmj'~mli11J..J~m~mj'1~\ll'U LL~:::1LfIJ'l:::mJmf1"JIJ..J~llJlj't1 1i1j'''J9fuYlf~tJ1m

~1j'~ULYlI'11i11J..J'VIinLnru'Vln~I..:l~J..J'VI11Yltl1~tJUj':::n11'11~ll~:::Ylm~flumj'·lh.jI'U'll!l\lYl~~mm~Ij'~'ULYlI'1J'UL~!l1~

Ju 19i1~lJ..Jlj't1 H..:ll'Ul~1i11J..JiJ'flnl'V1'Um

6.5 m'.ltJ'fl.:Jn'UL1..I'.Iu.n'.la.!f1tiJ1..I~~.:JFi(,i

J..J"vl11Yltl1~tJ~'tl..:l9m1~j:jmj'~ mri..:l"1l'tl~~LL"JfL~'flU!l\ln'U LunLnj'J..J~hJuj':::~..:lr1~j''.lJ..Jvr..:lLUnLnj'J..JL~!lUtl\ln'U

'llfl..:lL"vli'll'il..:lj':::uuUljill1mj'~I"vlf1Jj':::uU..:ll'U 'VI5-'fl'QUmru"vl in'll 'tl..:lJ..J'VI11Ylm~tJ LL~:::nl"vl'Um1~j:jj':::LUtJU ll~:::.ff'Uli1!)'U

1'iiUlju1i~ L"vlJ..JI:::~J..JLL~:::~'t!'U~'4u1~"vl1.l"JtJ\llumtJ 1'U~j:jmj' 1~..:lI'Uj':::UUc.JIULI'I5-!)'lhtJ'll'il\lJ..J'VI11YlmitJ1~8mn!)ll~:::
UljU1i1i11J..J

J..J"vl11YlmitJ~'il\l9 m1~j:jmj'~Ij''il..:lii!) ~~~~lrT'1J LmtJ~!l'Inl'V1'Um!U LLUULL~:::1'iiUljU1i j'''JJ..Jvr\lLLC-J'Umj'~Ij'fl..:l

ii'1lJ..J~~L"vlJ..Jl:::~J..J[;l1J..J~I!ilUI'I"J1J..J~lrTru'll'il\l~1j'~ULYlP1'l1'il'lJ..J'VI11YltJlitJL~'tlU'tl'1n'Umj'~ru"vllmr'W'tl199:::Lil(7l:t'W"lln
'lI OJ 'lI OJ
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6. 7 n1';j"b'iJ1~1..:jC?11'UR'J1:J,J~'UR.:Jtl'a'el",.ntl

:J,J~1f)Y1tJ1«tJ~'fl'liJm~L'iJ1~:;1''l~:;UU~~1rrC1:! L~'fli}El~n'Um~LihD'ILVltJiJl~fum~f1,l11?l mnjDL?1n

m~1ilu1m~'lI'fl'l~:;UU LLfI:;L~[;Jnl'j'nrlii1'l1 ~L~tJ'Jii'fl'lrlUfl'J1:J,JJ1..H'1'lUfI'flVlntJmh'l?1~lL?1:J,J'fl ~'fl'l1iliJ

m~r.l~LflUii'fl:J,Jfl9~19~U'WLA1'1l'lhtJ~?1'flVlA~'fl'lrluii'fln1~'WVlI?l1:J,JY'l~:;~1'llUruru1imm~:;Yi1A'J1:J,J~~Vl1'lfl'fl:J,JYi'JLI?l'flf
'lJ • <V .....

LLfI:;~'fl'lih~'UVl.ff'WI?l'1l'Wf)fiUDu1i1'Wm~~ Vl;'l L'Jfl1'lJ'fl'l~:;UU fl'fl:J,JYi'JLl?ltlfnfl1'l1ill?lN rl'WLVltJ-El1'l~'l91n LLW~'lL'Jfl1~

C1n ~ tl'l L~'fl'Ji'JtJ1urns I?l~'J9 ?1'1lu'1l'J'IL'Jfl11 un ~ruLn~ L~ I?lm~nr~ n ~:;VlU1ii'1lf1'J1:J,JJ'WI'NUfI'1lVlntJ'lI'1l'l~:;uu A'El:J,JYi'JLI?l'1lf~ ,

:J,J~1f)VItn«tJ ~tl'l iJ'WLtJU1tJ rnu l'l:J,Jmn ii1 D'l ~:;uu Lf'11'El'll1tJLLfI:;~:;uu ?11~~'WLVIPlmh'l dJ'Ufl1tJ«n~nrTi nm

- LLfI:;VlUYJ')'Wl?ll:J,J~:;tJ:;L'Jfl1~n1~'UVll ~ LVltJYi91m.n 1il~flVl fl~'1l'lrlUrn~n9'lJ'El..:l:J,J~1f)VltJ1«tJ LLfI:;f'1'J1:J,JJ'UfNUfI'1lVlntJ
1'WmJL ii 1D'l~'WVIfYitJ?11~~'WLVIPI

:J,J~1f)Vlm«tJ~tl..:liJm~n1~'W~:J,J11?l~mnLfI~LL'W'JUDu1imh'ldJ'U~~UUL~tl1~1'Wm~n1~'WVl~,r~U'1:!~~1~

~1~full~I?lLLfI~1.JAfl1m m~r.l~m1~Y1~1'Wmnii11ih~uu~1~~'WLVlPI m~4'Vlm~~,r~c,h'U ~'J:J,JD'lm~VlUYI'J'W~'VI~m~

Lii1D..:I'lItN~H~

L~ 'Elutl..:lrl'Wn1n ii 1D'lLVltJm~ fu'fl'4'1:! 11?l~1~'l1'W~ '1l'l1il A'J1:J,Ji'J:J,JiJ'1l1'Wm~u!iu1i m:J,J:J,J11?lrrn ~~1'Wm ~fn ~1

A'J1:J,JUfI'1lVlntJ1'Wmnii1D'I'Elti1..:1LAi..:lAfVlL'Ji'Uhln1~'WVl~,r~cJ1'WLLuu~1l-lufI'ElVlntJ 1l-lLiJVlLc.Jm,r~cJ1'W1il~~'W~'J'l5-~ ~

7.6 m';j"R'JU~:J,Jm';j"i..jf.:J1'U~uutlli~n1';j"

m nii1 D..:I~~uuU!iu1im~~'1l'ln1~'WVl m:;u'J'Wm~ 1'Wm~Lii1 D'l~~UU 1iliJA'J1:J,JJ'WA..:IUfI'1l~ntJ LVltJ~'1l..:lc.J1'W

m~Yi~9,r17i'JI?l'WLLfI~I?l~'J9~'1lU~'VI~LLfI~iJm~muA:J,Jm~1~Lunm~:J,JtJYlf1i~1~fm:;uuL~'1lU'1l'lrl'Wmnii1D..:IL~tJm~
'll . 'I 'll
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nl'n~ln'l5'~UUl'1l5'~'WL1'1fP1~liN~m5'A'Jufl~m5'1~'l1'W~15'l'1t.!L1'1fP1 ~'l1ciiLLri~m5'nTI~t.!Ifl~1'1fi1t.!m5'111'l1t.!

5'~UUl'1l5'l'1t.!L1'1fP1'il1~ LiLJt.!!llt.! ~U 1cii iJm5'nlV1t.!lfln~~'lJ'il'l~HI?l1~A'J1~r.hdJt.!1t.!mnqjul1'l1t.!1cii iJm5'LL8n

m5'~lflvf'l5'~UU~15'~t.!LYlPl~iJf1'Jl~~lA'1!Vl1'iliJf1'Jl~L~m~'l1i)1t.!u1L'JruLA1'il'lil8~U~'illfln8

'1UI'J1Pl 8

m7~1Pl'VI1~IijJU1Lb~:;ti17,:j~m~1';:;'U'U~17~ULVlf'l•

m5'9lflVll m5'vrl1J.Jt.!lLL~~m5'Ul1'1~mn5'~UU~15'~t.!LYlfP1 (Information system acquisition. development,

and maintenance) LiJt.!VllJ'Jlfl~rilV1t.!Ifl~t.!L~'i) 1i1m5'vrl1J.Jt.!1LL~~m5'U1N5'~UU~15'l'1t.!LYlP1~lm5'rH~h L'Wum5'1ciiLIfl8,
~'i) IflFl~'i)'lriUt.!LfJU1fJA'JllJ,JW'l'lU ~'i) t11n8 LL~~L~'i) 1ihii t11Fl'J1lJCln ~'i)'1~ ~U5'ru'lJ!N~m.J ~1t.!5':;UU~l5'~UL 1'1f'I'lJfl'lv v v

8.2 i'iHi1'V1UIPl~1UF1'J13J~UF1,:jtl~'fII?l.n~'1I'fI,:j~1';~ULVlf'l

m5'9t11V11LL~:;m5'vrl1J.Jt.!15'~UU~15'~t.!L1'1Pl1V1J.lVl1'i)m5'U~UUN~lm:;uu~jjmh~3J ~fl'ljjm5'1LFl5'1:;'I-lLL~:;, "

8.3 m71?l7'J~~'fI'Um,;t1~3J'J~e..J~

5':;UlJ~15'~t.!L1'1f'l~vrl1J.Jt.!1~t.!~'i)'lt:.ht.!m5'[;l5''J~~'i)lJm1U5':;l,m~~~vf'l~'Jt.!~m.J~11lL~1 LL~:;~~~Yifi~1nm5'
"

8.5 m,;~Tl,:jF1'J13J~UF1,:jtl~'fIIPl.n~1.un~'U'Jum~IijJU1~1.J'U

1un l5'vr 11J.Jt.!15':;lJlJ~15'~t.!L1'1f'I~!N~m5'nlV1t.!wfft.![;l'Elt.!1i5uDlJl1'i) til'l dJt.!Yl1'm15'L~'i) 111mlJ fllJm5'

LU~fJULLU~'1V11'i)LLnb LL~:;~'i)'l~m5'[;l5''J~~'EllJm5''Vil''lt.!VI~''m5'LU~fJt.!LLU~'l,ft.! 1

8.6 m';~l?lm'i"li'fl,:jL'VI'J'Ull1~IPlLb'J~'LL~:;'i!'fIW~Lb'J~

en1t11LL'J1LL~:;'llm~~LL'J1~lil ~'El'l1cii~um5't11LL~'i)til"~~l L~~'i)L~'El1iI~llJlmvh'llU 1ciiLUt.!un ~ Ll~:;~'El'ljjm5'
"

'VI3J'J1Pl 9

m';l1hLUum,;n'U~tl1Um7ru~1UF1'J13J~UF1,:jU~'fI[;l.n~

mdv11L'Wt.!m5'nU~rnt.!m5'rucii1t.!mllJ,Jt.!A'lU~'i)Vlnt.J (information security incident management) LUt.!

VI~'JVl~rilV1t.!Vl~t.!L~'il1~iJ5':;lJUmd5'1t.J'llt.!L VI[;lm 5'ru~ L~miJ'i)'lnu mllJ,Jt.!A'lU~'il VlntJ LL~:;111LUt.!LAi'i)'ljj'El~'1l'Jt.J1u,
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9.2 n1'i'i1tHI1 'UbVI (91n1'iWbb~:::"'I (91'fi'fl'UJi",'U 1'I'J13-JaT'Ul'I·nJ~'fl (91.ntl. .
L~'il')AlUL"'l1lmmmC'll.ln~",1'il"'lC'l!i'il'U~1'Ufl')1l-J,r'Ufl'll.lfl'ilC'lntl~'il'liJm~ntl'll'ULLfl:;U1..rVinlVll1ln1~ruJ'U 111" ,

L1J'U",~niil'UL~'il1.Jll-J1CiLml:;~'VlUYl')'ULLfl:;LL~'11i1uflfllmmlutrltl-vf'JrJ'In'U~ ,

L~'il1~funtl'lI'UlVll1l m~rut:Jrll.ln ~ ",1'il"'lrI't)'il'U~TWfI'Jll-J,rUfl'll.lfl'il rlntl LL~'J'~'il'liJm~'l LfI~1:;,xLLfl::::I1l~'J9~'ilU, . ,
L~'il ~'U""~l-J''lJ'il'l f1'Jll-Jt:Jrll.ln~ LLfl::::~'Lu;wm ~""'lfi~"'I:; 1~1'Um~lJ'il'lnuu'1!""~m"'l"'l:;Ln rI~'U1'U'ilUl fll1l Lritl

l-JlnCi'Vltll~tI fl'J5'ril"''UrI.ffUl1ltl'Um~9 rIrnsriu LVll1lm~ru~h'Ufl')ll-J,rUfl'll.lfl'il rlntl mYi,
(1) fl'Jll-J~l-JL"'fl'J'lJ'fl'l~::::UU~l~~'UL'VlPl

(2) c.Jflm::::'VlU"'lln<Jf'iJ'rJv1Ll'Jf~hJl.l5'::::~'1~~

(3) m~l.lDL~fim~1i1u1m~

(4) n1~~:;Lij~ f1'J1lJ~1JLL~:;FliJ1~tln~t)~~l-J1J,]rW
... ...

(5) m5'lih::::uu~l~~'UL'Vlf'lt:J~1'I1lCll.l~::::~'1~

Vl3-J'J(9110

n1'itJ"h.''ifl'J';J Iii'fl Lil'fl.:J11'fl·:lnl 'i19l1LU'UJl1'in '"IlI'fl.:l ;JVll';j'Vltll~ tI

m1u1"'I5'Fl'Jll-Jvi'illrl'fl'l'lJ'fl'lm1~ILUU1l1~n"'l'lJ'fl'lJ.J""'l'Vltl1~tI (Business Continuity Manaqement) L1JU

"'l-J'J~~ri'WWI1l~'UL~'flmi1m1~lLU'U'I'UI1l1l-J1l1~n"'l'lJ'il'll-J""Ci'Vlm~tI~'fl'lLnl1lm1~11l'1i11l~1'fl"'il~"1l::::.rnLLfl::::U!I'In'Ui3

1i1nl~l.lDU~'Il'U11l1J.J1l11n"'l~~lri'1!'lJ'il'll-J"'I'l'Vltl1~tI~'fl\l1~fuc.Jflm::::'VlU",1'ilLn~Fl'J'l-JL~tI""t11'WLL~'1tl'WLrltl'l"'lln

m~un..ln~!IFl'Jll-J11l'ilLrl'il'l1'Wm1~lLiJ'W1l11n"'l'lJ'il'll-JVl1'i)'Vlm~tI~fl.:Jnn!1n1"''WI1ll-Jll1l:m'm~'tl~'!NfuFl'Jll-J

L~tI.:JLLfl::::LL'W'J'Vll.:J1'Wm 1~,n 111Fl'Jll-JL~tI""t1 ~'Jl-JrJ.:Jn11n ~'W1::::UU~iJfl'J'l-J~' fi'ru'lJ!I'Il-J"'ICi'VltI1~tI l-Jlmn1~ lVl~lJ'W... ~

iJ~uL~tl1ih~'fl,ru1~~1 m:;u'J'Wm~",~n~1l-Jl1rI#i'Wl;]'J1~1l1t11'W'lh.:JL'Jfll~tI'ill-Jfu 1~ LLfl:;~1l-J1JrI1i1u1n!11'W

n"'lnnl-JVI~n~ iJfl'Jll-J~, fi''1!11l'ill-JVl1'l'Vltil ~tll~

10.2 n'i:;tJ'J'Un1'i'Jl.:1Lb~'U

m:;U'J'WmJ'Jl'1LLc.J'WL~'il1i1m~~lLU'W'Il'W'lJ'tNl-JVl1Ci'Vltl1~tlL1J'W11.l'ilt11.:J11l'ilLrl'il'lJ'W~'il'lYl911rulLLfl::::1i1

Fl'Jll-J~lfi''1!nul.l~::::L~U;'Il1l'fl11.l1f

(1) m19r1ih i?lUfl'Jll-J~lfi''1!'lJ'il'l1::::UU~I~~'WL'VlP!

(2) m~9r1ih;UFl'Jll-J~lfi''1!'lJ'il'l~H.:Jl'W",~n ",1'il U1L'Jru~~Hl.lDU~'Il'W

(3) ~'ill1ln~N~L~mnuihi?luf'l'Jll-JL~'1vl'J'W'lJ'il'lmnLn1'lJL"'l1"lmJru~IUf'l'Jll-J,r'Wf'l'll.lfl'ilrlJltl

10.3 n'i'fltJn1'i11.:1bb~'U

1urn ~n,,,,Uf?lunums LLnl'lJL",an l~ru fl'Jll-JL~tI""t1 ~'il'l Yl"ll~rul rJ'I1:;i?lUf'l'Jll-J~, fi'ill LLfl::::~, i?luri'ilU",~'I'lJ'il'l, ~

m~9f?lm~1'W1.l1::::L~u11l1'11iuHiLLr1

(1) f'l'Jll-J~C1!L~tI~Lnf?l~~unuyfu~~1~'11U",~n1l1t11u'illf'l1~
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, ...

(2) fYJ1~~ruL~tJ'Yhn(?1~'Wn1J'f)1r11J",,~n
'1J ~

, ..
(4) r1,)I~~ruL~tJYlLnVl~Un'lJ~()'w~'f)~5'::;1J1JLFl1'f),j1tJVI~n

'1J ~

(5) f1(:rl~~'1iL~U~LnVl:n"'Wnm:::lJlJu{jlJ1int5''lI!l~f1!l~YbWl!lf

(6) fl'Jl~~ruL~u~LnVl:n"'WnlJlJfI',nm'i-l~n... ~ ,

lWnt5'9 VlY11LlCJ'Wm5'LLfl1'11L'i-lUlntmJWl1 ~ L~U'i-lIU~!l~5':::lJ5'lm'l:::LtluVl1 'WU5':::Ltii'W~~j;J!llut1, ,

, ""1 .-.<:::lil.o=t, .d;LLn'lILl'i'l:::f1,)lJfI~l:'lm'Wn15'ruYlLnVl'1l'W,
(2) m:::lJ')'Wm5'YlVlI:'l!llJ~~1 LiJ'W~!l~~, Llj'Wnt5'L~!l1~ LnVlPI,)I~J''W1"'l11LLc.J'Wnt5'LLn1'lIL'i-l1'ln15'ru~9VlY111~J'W,
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m'itlD~f113Ji'ilrhVl'WfI

m1u{jlJ1i 1'l1~~!lril'i-1'WVl (Compliance) LU'W'i-I~,)Vl~ril'i-1'WVl:n"'WL~!l1~J'W1"'l11lj~ (;]LL'i'l:::~PI'i'lln1'1l!l~

l.J'i-ll-:SYlm~uflJYl11lJ LL'i'l:::u{jlJ1iml.J'WLU1J1Un!J 1:::LiJulJ ii!l1r~f1lJ 1')~i~n!J'i-I~IU~L~mii!l~nlJPl')Il.JJ''WPI~

Uf'l!l Vl.riU'lI!l~~11~'WLYlPI

11.2 m'itlD~f113Ji'ilr11V1'WfI't'11.:J~1Un£)Vlm£l

~'i-I1-:SYlm~U~!l~i1nt1~mnLlf'l:::ril'i-1UVl5'IUm5''lI!l~'WLU1J1U n!J 1:::LiJUlJii!l1r~f1lJ n!J'i-ll.J1U'i-I'1!l~'1i'1il~
L~mii!l'lnlJnt5' 1i1~IULYlPILUL'i'lU~11I:'lUlYlPILl'i'l:::nt1~!l1:'l11'11!l~l.J'i-ll-:SYlm~UL~!l1~U~(;] useu PI'i'llm 1~flJYl11lJ,
;1,Pl')1~Liil1"'l LL'i'l:::U{jlJ1i1'l1l.J1~mh~lPl~~ PlfVl

11.3 n1'it1D~f113Ji'ilr11V1UfI't'11.:J~1UL't'1f1ljfl

~'i-I11Ylm~U~!l~9Vl1~i1m5'(;]5',)"~!lm:::lJlJi~'i-I~Vl'll!l~~'i-ll1Ylm~tJL~!l1~i1mll.JJu1"1,1~~'LUUm5'

~!l Vlf1~!l~(;]I~U LUlJ1UfI')l~J'UfI~U'i'l!l Vl.riU'lI!l~~I5'~UlYl Pl1u'1l'J'IL,)'i'lI~n1'i-1'WVll~

11.4 nI'ir11V1UflnI'ifl'i'l"t'I'flU

J.J'i-ll1Ylmiu~!l'lnlV1uVl1~i1m19VlY11LLc.JULL'i'l:::m:::lJ')'Wmj'(;]j''J''~!llJ1:::lJlJ~Ij'~ULYlPlLL'i'l:::LPI'1!l"lhU'lI!l'l

~'i-ll-:SYlmiu LVlu1~J'W1"11m1~1lU'Wmj'~'ln~I')J\,li1c.J'i'lm:::YllJj;J!l1:::lJlJLL'i'l:::m:::lJ,)\,ln1j'~llUU'lI'W'lI!l'l

~'i-ll-:SYlm~ui\'i)U~I:'lVl1'Wnnu~i1mn~n"1!'i)Ylt'lll')fJ.Jl1~1um5'(;]5',)"~!lm:::lJlJ ~!l'llJ'i)'lnUm5'til"1!!lYlt'lLL')f 'i-l1!l,
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